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TO THE HONORALBE COURT, ALL PARTIES, AND THEIR
COUNSEL OF RECORD:

NOTICE IS HEREBY GIVEN that, on July 18, 2025, at 8:30 a.m., in Courtroom
6C of the U.S. Courthouse located at 350 West 1st Street in Los Angeles, California,
90012, Defendant Instructure, Inc. (“Instructure”) will and hereby does move the Court
to dismiss Plaintiffs’ Amended Complaint under Federal Rule of Civil Procedure
12(b)(6). As set forth in the accompanying Memorandum of Points and Authorities,
there is good cause to grant the relief requested, because Plaintiffs fail to state any claim
upon which relief can be granted.

This Motion is based on this Notice of Motion and Motion, the Memorandum of
Points and Authorities, the concurrently filed declaration of Martin L. Roth, the
pleadings and papers filed in this action, and upon such further argument and matters

that may be offered at the time of hearing on the Motion.

Dated: June 2, 2025 /s/ Martin L. Roth
Robyn E. Bladow (CA Bar No. 205189)
rbladow@kirkland.com
Kirkland & Ellis LLP
555 South Flower Street, Suite 3700
Los Angeles, CA 90071
Telephone: (213) 680-8400

Mark McKane, P.C. (CA Bar No. 230552)
mark.mckane@kirkland.com

Kirkland & Ellis LLP

555 California Street, 27th floor

San Francisco, CA 94104

Telephone: (415) 439-1400

Martin L. Roth, P.C. (pro hac vice)
martin.roth@kirkland.com

Alyssa C. Kalisky, P.C. (pro hac vice)
alyssa.kalisky@kirkland.com
Kirkland & Ellis LLP

333 West Wolf Point Plaza
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Chicago, IL 60654
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CERTIFICATION OF L.R. 7-3 MEET AND CONFER

I certify that the parties met by videoconference pursuant to L.R. 7-3 on May 28,
2025, thoroughly discussed each and every issue raised in the motion, and attempted in
good faith to resolve the motion in whole or in part. The parties were not able to reach

a resolution short of the filing of this motion.

Dated: June 2, 2025

/s/ Martin L. Roth
Martin L. Roth

DEFENDANT’S NOTICE OF MOTION
AND MOTION TO DISMISS 4- CASE NO. 25-cv-02711-SB-MAA




Case 2:25-cv-02711-SB-MAA  Document 51

O 0 3 O W B W N

N NN N N N N N N o e e e e e e e
0O I O RN WD = O VO NN DN B WD = O

#:312

Filed 06/02/25 Page 50of5 Page ID

CERTIFICATE OF SERVICE

I hereby certify that on this 2" day of June, 2025, I electronically filed the

foregoing Notice of Motion and Motion to Dismiss with the Clerk of the Court using

the CM/ECF system, which will send notification of such filing to the attorneys of

record.

DEFENDANT’S NOTICE OF MOTION
AND MOTION TO DISMISS

/s/ Martin L. Roth
Martin L. Roth
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I. INTRODUCTION

This is one of a group of class actions brought by the same counsel that seek to
enact widespread policy changes regarding technology in schools through the courts,
rather than legislation. Indeed, Plaintiffs’ counsel admitted in a sworn statement that
this and at least seven other lawsuits were filed “in an effort to bring about industry-
wide reforms.”! Why sue rather than lobby Congress for changes to the relevant
statutes? Plaintiffs’ counsel already tried lobbying—and failed. So now, a group of
parents and advocates dissatisfied that their schools have chosen to adopt education
software—and perhaps equally dissatisfied that federal statutes permit that—try another
route: suing education technology providers through ill-fitting privacy claims.
Plaintiffs’ 460-paragraph Amended Complaint (Dkt. 33, hereinafter the “Complaint™)
takes a “kitchen sink” approach, assembling a sprawling catalogue of loosely connected
grievances in the transparent hope that one of their claims might survive dismissal.
None can.

The Complaint’s most fundamental flaw is its overreliance on generic statements
about what Instructure’s products can do and what personal information they may
interact with, instead of allegations about how those products actually harmed them.
The Complaint should be dismissed on this basis alone. See Doe I v. Google LLC, 741
F. Supp. 3d 828, 839 (N.D. Cal. 2024) (dismissing complaint where plaintiffs alleged
only “hypothetical examples—based on the generic product descriptions—of how
various product features could be used in ways that could result in privacy violations”).

Plaintiffs’ collection of privacy claims each present their own reasons for
dismissal too. Claims under the Fourth and Fourteen Amendments fail because

Plaintiffs cannot plausibly allege state action by Instructure or a deprivation of their

' See Decl. Julie Liddell at 1, Cherkin v. PowerSchool Holdings, Inc., No.: 3:24-cv-
02706-JD (N.D. Cal. May 27, 2025), ECF No. 69-1; see also Reyn’s Pasta Bella, LLC
v. Visa USA, Inc., 442 F.3d 741, 746 (9th Cir. 2006) (“[Courts] may take judicial notice
of court filings and other matters of public record.”).
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privacy rights. Plaintiffs’ CIPA claim fails because they cannot point to any
communication that was read while in transit. Plaintiffs cannot invoke CDAFA or UCL
because they lack statutory standing, having suffered no requisite injury. Plaintiffs’
invasion of privacy claims fail because there are no allegations about a reasonable
expectation of privacy, and the unjust enrichment claim is not even a standalone cause
of action.

More fundamentally, laws directed at government investigative searches, hate
crimes, hacking, and wiretapping are not designed to address Plaintiffs’ policy
disagreement over the use of technology in the classroom. Governing laws like the
Family Educational Rights and Privacy Act (“FERPA”) expressly allow schools to
engage service providers to collect student data without obtaining consent from each
parent. See 20 U.S.C. § 1232g(b)(1)(A); 34 C.F.R. § 99.31(a)(1)(1)(B)(1); cf. Cal. Educ.
Code §49076(a). Companies like Instructure are not violating privacy or security
expectations by operating as a service provider to schools, which, pursuant to a regime
of statutes enacted by federal and state governments, decide when, how, and to whom
their students’ data is shared, if at all. Plaintiffs may not like that the current laws give
schools this right, but Plaintiffs cannot effectuate a legislative overhaul through a
backdoor lawsuit against those providers. The Court should dismiss the Complaint in
its entirety.

II. BACKGROUND

A. Instructure Provides Software Services to Schools Pursuant to Federal
and State Authorization.

Instructure is an education technology company that contracts with schools and
school districts to provide software and data management services. See Compl. 9 41.
These services range from course management to assignment delivery and submission,
grading, communication between teachers, students, and parents, and student-data

analytics. See id. Of course, schools have always provided these types of services; but
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now, using software offered by Instructure, they can do so more effectively and more
efficiently.

As the Complaint tacitly acknowledges, schools are directly authorized by federal
law to share student records with education technology providers like Instructure that
assist schools in their operations. Specifically, under FERPA, schools can disclose data
without parental or student consent to a “contractor’” for any purpose which the school
decides aids “legitimate educational interests.” 34 C.F.R. § 99.31(a)(1)(1)(A) (listing
“conditions [in which] prior consent [is] not required to disclose information). FERPA
recognizes that schools need to outsource certain administrative functions and
authorizes them to share data with their contractors without having to collect consent
from each student or parent. In addition, under the Children’s Online Privacy Protection
Act (“COPPA”), pursuant to FTC guidance, online service providers are allowed to
collect, use, or disclose personal information from students under the age of 13 with
schools’ consent (in place of parents’).? State legislatures also recognize schools’
legitimate need to use software vendors. The California Education Code, for example,
allows school districts to provide “access to pupil records” to a person authorized by
federal regulation to have them “without written parental consent.” Cal. Educ. Code
§ 49076(a). The Code also independently permits school districts to release student
records to contractors providing “outsourced institutional services or functions” to the
districts “without written parental consent.” Id. § 49076(a)(2)(G)(1).

Instructure provides services within this framework and complies with its

obligations under federal and state privacy laws. Indeed, Instructure maintains publicly

2 See Complying with COPPA: Frequently Asked Questions, FTC,
https://www.ftc.gov/business-guidance/resources/complying-coppa-frequently-
asked-questions#top (last edited Jan. 2024) (“Where a school has contracted with an
operator to collect personal information from students for the use and benefit of the
school, and for no other commercial purpose, the operator is not required to obtain
consent directly from parents under COPPA, and can presume that the school’s
authorization for the collection of students’ personal information is based upon the
school having obtained the parents’ consent.”) (emphasis added).
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available, clear privacy policies that explain what information Instructure collects when
a school elects to use an Instructure product.® See Ex. 1, Product Privacy Notice, § 1.
In sum, schools decide how they will use Instructure’s services and are responsible for
ensuring that their collection and use of student personal information complies with
applicable laws, including obtaining consent as required by COPPA. See Ex. 2, Data
Processing Addendum, §§ 2, 3. Importantly, Instructure is clear that it only uses a
student’s personal information to provide services and “do[es] not sell or rent personal
information to third parties.” See Ex. 1, Product Privacy Notice, § 4. To the extent
Instructure discloses information to certain third-party service providers, it does so only
at the schools’ direction to facilitate the provision of services to schools. See Ex. 2,
Data Processing Addendum, § 6.2. Instructure does not permit third-party service
providers to use personal information for their own advertising or marketing purposes.
See id. § 5.2. Instructure allows parents and schools to “review and correct” the
information it has collected, to “delete it, and to tell [Instructure] to update it or stop

using it.” See Ex. 3, COPPA Privacy Policy, p. 4.
B. Plaintiffs’ Complaint.

Plaintiffs allege that Instructure collects various types of student data through its
products. Plaintiffs categorize this data into three buckets: (1) student account
information, (2) student activity data, and (3) device and usage data. Compl. q 56.

While acknowledging Instructure’s relationship with schools and its partners,
Plaintiffs fundamentally mischaracterize Instructure’s basic business model. Instead of
a contractor providing services at its school customers’ request, Plaintiffs erroneously

depict Instructure as an entity that collects data for some independent monetization

3 These policies and other documents referenced in Instructure’s motion are

incorporated by reference because they “form[] the basis” of Plaintiffs’ claims.
United States v. Ritchie, 342 F.3d 903, 908 (9th Cir. 2003); Mills v. Molina
Healthcare, Inc., 2022 WL 17825534, at *5 (C.D. Cal. Dec. 8, 2022) (considering
two documents incorporated by reference on 12(b)(6) motion); see Compl. 49 122—
23.
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purpose. They allege Instructure “collects, combines, and analyzes” student data “for
the purpose of building highly detailed and intimately personal dossiers of them,
including their preferences, behaviors, and aptitudes, which they use to generate myriad
purported predictions about a child’s life,” id. 49 75-85, conveniently leaving out that
Instructure generates insights about students at the direction of and for the sole use of
their schools. Plaintiffs also claim that Instructure sells student data to third parties who
use those products to “identify, target, manipulate, make decisions about, and otherwise
control or monetize children and their personal information,” id. 4 77, 86-113,
ignoring that these third parties are (1) schools that control the students’ data in the first
place, and (2) other service providers to the schools with whom Instructure shares
student data at the schools’ request.

Plaintiffs’ allegations do not focus on any specific Instructure product. Instead,
they identify more than a dozen different products without explaining what data each
product allegedly collects, or with whom this data is purportedly shared. See id. § 81.
Indeed, even as to their own children, Plaintiffs note only one product (Canvas LMS)
they purportedly used. They do not identify which (if any) of the other dozen-plus
Instructure products their children allegedly used, let alone any details surrounding what
data was allegedly collected by those products or which third parties that data is
purportedly shared with. See id. 4 263-72.

Plaintiffs aver that Instructure collects, uses, and shares student personal
information without “effective” consent by a person with “proper” authority—ignoring
that federal and state law dictate how and when consent is necessary in this context. /d.
99 136-56, 273-79.

With respect to alleged harm to Plaintiffs, the Complaint offers only speculation
and generalizations, claiming that Instructure’s data practices have “invad[ed] their

29 <6

privacy,” “compromised...relationships with various school administrators,” left them
“vulnerable to security risks, including identity theft,” and “diminish[ed] the value of
their data.” Id. 49 287-99. Plaintiffs do not identify any actual data of their own that
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has allegedly been shared or “compromised,” nor do they plead any facts regarding how
they would have otherwise planned to monetize their own data.

Plaintiffs assert nine claims against Instructure on behalf of a putative nationwide
class of K-12 students who attended schools that used Instructure products, as well as a
California subclass. Specifically, Plaintiffs assert: Violation of 42 U.S.C. § 1983 —
Fourth Amendment (Count I); Violation of 42 U.S.C. § 1983 — Fourteenth Amendment
(Count II); Violation of the California Invasion of Privacy Act (“CIPA”), Cal. Penal
Code §§ 631, 632 (Count III); Violation of the Comprehensive Computer Data Access
and Fraud Act (“CDAFA”), Cal. Penal Code §§ 502, et seq. (Count 1V); Violation of
California’s Unfair Competition Law (“UCL”) Cal. Bus. & Prof. Code § 17200, ef seq.
(Count V); Violation of Cal. Civ. Code § 52.1 (Tom Bane Civil Rights Act) (Count VI);
Invasion of Privacy—Public Disclosure of Private Facts (Count VII); Invasion of
Privacy—Intrusion Upon Seclusion (Count VIII); and Unjust Enrichment (Count IX).
III. LEGAL STANDARD

To survive a Rule 12(b)(6) motion, plaintiffs must allege “enough facts to state a
claim to relief that is plausible on its face.” Bell Atl. Corp. v. Twombly, 550 U.S. 544,
570 (2007). The allegations must be sufficiently concrete to give the defendant an idea
of “where to begin” in responding to the complaint. /d. at 565 n.10. For claims
sounding in fraud, like under UCL’s fraud prong, plaintiffs must also satisfy Rule 9(b)’s
requirement that they “state with particularity the circumstances constituting fraud” by
“identify[ing] the who, what, when, where, and how of the misconduct charged.”
Cafasso, U.S. ex rel. v. Gen. Dynamics C4 Sys. Inc. 637 F.3d 1047, 105455 (9th Cir.
2011) (internal quotations omitted).
IV. ARGUMENT

A.  Plaintiffs Fail to Plausibly Plead § 1983 Claims (Counts I and II).

A plausible § 1983 claim has two essential components: (1) a state action “under
color of state law” that (2) “depriv[ed the plaintiff] of a right secured by the Constitution
or laws of the United States.” Heineke v. Santa Clara Univ. 965 F.3d 1009, 1012 (9th
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Cir. 2020). Because Plaintiffs have not adequately alleged either component, their
§ 1983 claims fail.

First, Plaintiffs cannot allege that Instructure—a private entity—acted “under
color of state law.” When addressing whether a private party acted under color of law,
courts ‘“start with the presumption that private conduct does not constitute
governmental action.” Sutton v. Providence St. Joseph Med. Ctr. 192 F.3d 826, 835—
36 (9th Cir. 1999). State action may be found only if “there is such a close nexus
between the State and the challenged action that seemingly private behavior may be
fairly treated as that of the State itself.” Caviness v. Horizon Cmty. Learning Ctr., Inc.
590 F.3d 806, 812 (9th Cir. 2010) (citations and quotation marks omitted).

Here, Plaintiffs allege that Instructure is a state actor because: (1) it “engages in
the conduct” with the “authority of state and local government or in excess of that
authority,” (2) its conduct “is pursuant to, or purportedly pursuant to, contracts with
public schools and school districts,” (3) schools and school districts contract for
Instructure’s services using government funds, (4) Instructure “deems itself a ‘school
official’ under federal law” (namely, FERPA), and (5) Instructure “has been authorized
by governmental entities to perform a function that is traditionally and exclusively a
public function performed by the government, namely, the collection and management
of public-school-related data, including education records and other student
information.” Compl. 99 330-34. None of these allegations is sufficient to plead the
requisite “close nexus” between the state and Instructure’s conduct.

As an initial matter, conclusory allegations that Instructure engages in conduct
“with the authority” of the state are insufficient. It is black letter law that contracting
to provide services to public schools does not transform a private entity into a state
actor. See Pasadena Republican Club v. W. Just. Ctr. 985 F.3d 1161, 1170 (9th Cir.
2021) (“[M]erely contracting with the government does not transform an otherwise
private party into a state actor”). Indeed, under Plaintiffs’ theory, any service

provider—from textbook suppliers to cafeteria operators—that contracts with a public
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school would become a state actor for purposes of § 1983. Similarly, Plaintiffs’
allegations regarding government funding and regulation do not establish a sufficiently
close nexus. “Receipt of government funds is insufficient to convert a private [entity]
into a state actor,” Heineke, 965 F.3d at 1013. Indeed, even a school that derives
“virtually all of [its] income . . . from government funding” does not qualify as a state
actor. Rendell-Baker v. Kohn, 457 U.S. 830, 840 (1982).

Plaintiffs’ other allegations also fail to establish Instructure is a state actor. Being
a “school official” under FERPA (an entirely different legal standard) does not qualify.
The school official status is a category created with respect to data sharing, not
transforming the recipient into a state actor.

Even when an entity becomes a state actor for some purposes (which is not even
the case here), the Ninth Circuit has made clear that “[u]nder § 1983, a state’s statutory
characterization of a private entity as a public actor for some purposes is not necessarily
dispositive with respect to all of that entity’s conduct.” Caviness, 590 F.3d at 814. The
court held that the defendant Caviness, a charter school, was not a state actor even
though the school provided educational services directly to students and was designated
as a “public school” under Arizona statutes. It would be difficult to conceive how
Instructure, which provides only certain software services to schools, would be
considered a state actor when a full charter school was not.

Further, Plaintiffs cannot plausibly allege that student software is a public
function that is traditionally and exclusively the prerogative of the state. The provision
of technology services to public schools does not demonstrate that “private individuals
or groups are endowed by the State with powers or functions governmental in nature.”
Id. Here, too, Caviness is on point. There the court rejected the plaintiff’s argument
that a charter school performs a public function merely because it serves the public. /d.
at 815. So too here, with even more force.

Second, Plaintiffs have not plausibly alleged a cognizable deprivation of a Fourth

or Fourteenth Amendment right. These protections are typically invoked in markedly

DEFENDANT’S MEMORANDUM OF POINTS AND
AUTHORITIES ISO MOTION TO DISMISS -8- CASE NO. 25-cv-02711-SB-MAA




O 0 I O N B W N =

N NN N N N N N N e e e e e e e
0O I N »n A W NN = O VO 0O N O PR W DD = O

Ase 2:25-cv-02711-SB-MAA  Document 51-1  Filed 06/02/25 Page 16 of 30 Page

ID #:328

different contexts, not the collection of data for educational purposes. “Only rarely”
has the Fourth Amendment been applied to “noncriminal investigations.” United States
v. Attson, 900 F.2d 1427, 1430 (9th Cir. 1990). “Even rarer are the instances” where
the Amendment has been extended to “noncriminal noninvestigatory governmental
conduct.” Id. And when a plaintiff sues a private party under the Fourth Amendment
for its noncriminal non-investigatory data collection, there is even more difficulty,
because the plaintiff must allege the private party had “the intent to assist the
government in its investigatory or administrative purposes, and not for an independent
purpose.” Arpin v. Santa Clara Valley Transp. Agency, 261 F.3d 912, 924 (9th Cir.
2001) (emphasis added). Here, Plaintiffs have not alleged that Instructure acted with
intent to assist the government in any investigatory or administrative purposes. Nor
could they, as Plaintiffs do not even allege the existence of any government
investigation. Plus, it is difficult to imagine how Plaintiffs could allege a legitimate
expectation of privacy in information they knowingly must share with their schools.
Courts have repeatedly held that there can be no Fourth Amendment violation in these
circumstances. See Katz v. United States, 389 U.S. 347, 351 (1967) (“What a person
knowingly exposes to the public, even in his own home or office, is not a subject of
Fourth Amendment protection.”); Smith v. Maryland, 442 U.S. 735, 74344 (1979)
(“This Court consistently has held that a person has no legitimate expectation of privacy
in information he voluntarily turns over to third parties.”) (collecting cases).

Similarly, Plaintiffs fail to allege a plausible deprivation of their rights under the
Fourteenth Amendment. To begin, the Fourteenth Amendment does not explicitly
provide for a right to privacy. See Fugate v. Phoenix Civ. Serv. Bd. 791 F.2d 736, 738
(9th Cir. 1986). Although courts have recognized such a right “as one aspect of the
liberty protected by” the Amendment, id. (internal quotation omitted), the scope of that
atextual right has been tightly limited, see Paul v. Davis, 424 U.S. 693, 713 (1976)
(“[P]ersonal rights found in this guarantee of personal privacy must be limited to those

which are fundamental or implicit in the concept of ordered liberty.”) (internal quotation
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omitted). Only “highly sensitive” personal information can implicate a Fourteenth
Amendment right to privacy, which Plaintiffs do not allege. See Doe v. Bonta, 101
F.4th 633, 637-38 (9th Cir. 2024) (internal quotation omitted) (explaining that “medical

29 ¢¢

records relating to abortion,” “medical diagnoses, reports of abuse, substance-abuse
treatment records,” and “information regarding sexual activity” are within this limited
scope, and “name, age, and employment history, and the charges against [a person]”
and “biographical data” are not).

Plaintiffs’ failure to allege amy details surrounding what “highly sensitive”
personal information was supposedly collected and disclosed to third parties should end
the inquiry. But even assuming Instructure somehow collected their “highly sensitive”
personal information, they still cannot plead a deprivation of their Fourteenth
Amendment right to privacy, which “is a conditional right which may be infringed upon
a showing of proper governmental interest.” 4.C. by & through Parkv. Cortez, 34 F.4th
783, 787 (9th Cir. 2022). Schools and students have a strong interest in the use of
technology to manage voluminous student records and facilitate communication
between teachers, students, and parents. And as Plaintiffs acknowledge, Instructure has
in place various policies to ensure that schools—not Instructure—ultimately decide
what data is collected and shared, and with whom. On the other hand, while Plaintiffs
speculate in the abstract about the risk of identity theft, they do not and cannot allege
their information has actually been misused. See Compl. 4220 (speculating about risks
of cybercrimes based on incident involving another company). Given Plaintiffs’ alleged
privacy interest and the potential for harm is low, the need for access under these
circumstances outweighs the speculation of harm. Therefore, Plaintiffs cannot state a
claim for violation of the Fourteenth Amendment.

The Court should dismiss Plaintiffs’ § 1983 claims.
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B. California Plaintiffs’ CIPA Claim (Count III) Fails as a Matter of
Law.

In Count III, California Plaintiffs bring a claim under sections 631(a) and 632(a)
of CIPA. CIPA “prohibit[s] the unauthorized interception of a communication and the
manufacture, possession, or sale of any eavesdropping device.” See Jackson v.
Amazon.com, Inc. 559 F. Supp. 3d 1132, 1146 (S.D. Cal. 2021), aff’d, 65 F.4th 1093
(9th Cir. 2023). Section 631(a) prohibits the unauthorized interception or “read[ing]”
or “attempt[ing] to read” of “the contents or meaning of any message, report, or
communication while the same is in transit or passing over any wire, line, or cable.”
Cal. Penal Code § 631(a). Section 632(a) prohibits the unauthorized use of an
“electronic amplifying or recording device to eavesdrop upon or record [a] confidential
communication . . ..” Cal. Penal Code § 632(a). The Court should dismiss California
Plaintiffs’ CIPA claims for three reasons.

First, California Plaintiffs’ allegations under CIPA give Instructure “little idea
where to begin,” because they provide “no clue” as to “specific time, place or person
involved in” the alleged interception. Twombly, 550 U.S. at 565 n.10. Indeed, Plaintiffs
do not even make clear what their theory of interception is, as they do not allege who,
using what device, has intercepted what communication. Their allegations hinting at
interception center around Instructure’s alleged “data sharing agreements” with its
partners, Compl. 9 86—113, but data sharing does not equal interception. For
interception to happen, there must be an underlying communication—a “conversation
or exchange shared between two or more participants.” Gruber v. Yelp Inc. 55 Cal.
App. 5th 591, 607 (2020). By just vaguely alleging “data sharing,” California Plaintiffs

give no clue as to what communications underlie their CIPA claim.*

4 California Plaintiffs also cannot allege a violation of either section 631(a) or 632(a)
to the extent that their claims are premised on the collection of device and usage
data. See Compl. § 56. Courts have repeatedly held that this type of data, such as
browser type and operating system, are not ‘“communications” within the meaning
of CIPA. See Libman v. Apple, Inc., 2024 WL 4314791, at *13 (N.D. Cal. Sept. 26,
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Second, California Plaintiffs cannot allege a CIPA violation as to Instructure
because Instructure was a party to any alleged communication between California
Plaintiffs and its products. While it is unclear what California Plaintiffs’ theory about
eavesdropping really is, it is legally implausible for them to allege that Instructure
attempted to learn the contents of their communications with Instructure’s own websites
and products because “[a] party to a communication can record it (and is not
eavesdropping when it does).” Graham v. Noom, Inc., 533 F. Supp. 3d 823, 831 (N.D.
Cal. 2021); see Garcia v. Build.com, Inc., 2023 WL 4535531, at *5 (S.D. Cal. July 13,
2023) (dismissing CIPA claims because “the “parties to a conversation cannot
eavesdrop on their own conversations”).

Third, California Plaintiffs cannot allege a violation of section 631(a) because
they do not allege that their purported communications were “read” or “attempted to
[be] read” while “in transit.” See Torres v. Prudential Fin., Inc.,2025 WL 1135088, at
*5 (N.D. Cal. Apr. 17, 2025) (granting summary judgment on CIPA claim where
“nothing in the record plausibly indicates that [the defendant analytics provider] reads
or attempts to read the contents of the communication while they are in transit”)

(emphasis added); Boulton v. Community.com, Inc., 2025 WL 314813, at *1 (9th Cir.

Jan. 28, 2025) (affirming dismissal where complaint only alleged that defendant read
plaintiff’s texts affer they were received). Aside from a conclusory allegation that
“Instructure shares student data in real time and/or near-real time,” Compl. 9 94, the
Complaint includes no factual allegations from which the Court can infer that real-time
reading or understanding of the purported communications occurred. See Hammerling
v. Google LLC, 2022 WL 17365255, at *10 (N.D. Cal. Dec. 1, 2022), aff’d, 2024 WL
937247 (9th Cir. Mar. 5, 2024) (explaining that “in transit” requires allegations about

“in real time”). Indeed, the Complaint fails to allege that any other authorized vendor

2024) (holding that “it strains credulity” to interpret “communication” to include
information regarding the device’s screen resolution, keyboard language, or how the
user was connected to the internet).

DEFENDANT’S MEMORANDUM OF POINTS AND
AUTHORITIES ISO MOTION TO DISMISS -12- CASE NO. 25-cv-02711-SB-MAA




O 0 I O N B W N =

N NN N N N N N N e e e e e e e
0O I N »n A W NN = O VO 0O N O PR W DD = O

Ase 2:25-cv-02711-SB-MAA  Document 51-1  Filed 06/02/25 Page 20 of 30 Page

ID #:332

“read” or “attempted to read” the contents of the communications in real time. At most,
the Complaint alleges that Instructure’s APl may give other authorized vendors
“access” to Canvas data, Compl. 4 99, but mere access does not equate to “read[ing]”
or “learn[ing] the contents” of the data, much less while it is “in transit.” See Torres,
2025 WL 1135088, at *5 (noting that access to data or analysis of inputs “has no bearing
on whether Defendants read the communications while they were in transit.”).
Accordingly, under the recent Torres decision and related precedent, Plaintiffs’ CIPA

claim must be dismissed.
C. California Plaintiffs Do Not Sufficiently Plead That Instructure
Violated CDAFA (Count IV).

California Plaintiffs’ CDAFA claim is a prime example of the expansive and
untenable scope of their Complaint. In an effort to shoehorn their allegations into this
cause of action, Plaintiffs re-characterize ordinary data processing authorized and
directed by schools as violations of a statute “enacted to combat ‘computer crime’ and
hacking.” Heiting v. Taro Pharms. USA, Inc., 709 F. Supp. 3d 1007, 1020 (C.D. Cal.
2023) (quoting Cal. Penal Code § 502(a)).

As an initial matter, California Plaintiffs lack standing to assert this claim because
their vague and conclusory allegations regarding damages or loss fail to satisfy statutory
standing requirements. To privately enforce this “otherwise ... criminal” statute, “a
plaintiff must plead that she ‘suffers damage or loss’ due to the criminal violation.”
Heiting, 709 F. Supp. 3d at 1020 (quoting § 502(¢e)). Consistent with its focus on
computer crime and hacking, the statute specifies that “[cJompensatory damages”
recoverable through such an action “shall include . .. expenditure . . . incurred . . . to
verify that a computer system, computer network, computer program, or data was or
was not altered, damaged, or deleted by the access.” § 502(e)(1). California Plaintiffs
offer only conclusory allegations that Instructure “has caused loss” to Plaintiffs, that
Instructure has “unfairly diminished the value” of Plaintiffs’ information, and that

“Instructure’s actions caused damage to and loss of students’ property.” Compl. 9 248,
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250, 400. Courts have repeatedly held that similar conclusory allegations are
insufficient to assert a CDAFA claim. See Shah v. Cap. One Fin. Corp. 2025 WL
714252, at *8 (N.D. Cal. Mar. 3, 2025) (a “diminution of the value of [plaintiffs’]
private and personal information [does] not confer standing” under CDAFA); Doe v.
Cnty. of Santa Clara, 2024 WL 3346257, at *9 (N.D. Cal. July 8, 2024) (“[L]oss of the
right to control their own data, the loss of the value of their data, and the loss of the
right to protection of the data” is insufficient for statutory standing under CDAFA).
And most courts that have considered the question agree that only those plaintiffs who
have suffered “some damage to the computer system, network, program, or data
contained on that computer” can sue under CDAFA. See Heiting, 709 F. Supp. 3d at
1021. Because California Plaintiffs plead no such damage, their CDAFA claim should
be dismissed for lack of standing.

Moreover, Plaintiffs cannot state a CDAFA claim because they do not adequately
allege that Instructure “accessed” or “used” student data without permission. To state
a plausible CDAFA claim, Plaintiffs must allege that Instructure “[k]nowingly
access[ed] and without permission [took], cop[ied], or [made] use of any data from a
computer, computer system, or computer network.” Cal. Penal Code § 502(c)(2)
(emphasis added). Here, the California Plaintiffs voluntarily provided their information
to Instructure, which their schools contractually authorized Instructure to use and share
with other school vendors on the students’ behalf. Hence, Plaintiffs’ CDAFA claim
must be dismissed.

D. California Plaintiffs Fail to State a UCL Claim (Count V).

California Plaintiffs’ UCL claim also fails at the gate because without economic
harm, they fail to plead statutory standing. To bring a private action under the UCL,
Plaintiffs must have “suffered injury in fact and [] lost money or property as a result of
the unfair competition.” Cal. Bus. & Prof. Code § 17204. Standing under the UCL is
“substantially narrower than federal standing under article I1I,” in that it asks that
plaintiffs “demonstrate some form of economic injury.” Griffith v. TikTok, Inc., 697 F.
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Supp. 3d 963, 976 (C.D. Cal. 2023) (emphasis added). Plaintiffs, however, only allege
two types of monetary or property damage: loss of control over their data, and
diminution of its value. Compl. 4 412. Plaintiffs’ conclusory allegation that their data
and information is valuable simply because Instructure allegedly used it, does not satisfy
the UCL’s standing requirement. Other courts have dismissed virtually identical UCL
claims on this basis. See, e.g., Cherkin v. PowerSchool Holdings, Inc., 2025 WL
844378, at *5 (N.D. Cal. Mar. 17, 2025) (dismissing similar UCL claim against another
EdTech company for lack of statutory standing). The Court should do the same here.

Plaintiffs’ UCL claim fails for additional reasons. Under the UCL’s “unlawful”
prong, Plaintiffs must allege a violation of another “borrowed” law. Davis v. HSBC
Bank Nev., N.A. 691 F. 3d 1152, 1168 (9th Cir. 2012) (internal citations omitted).
Plaintiffs” UCL claim is derivative and redundant of Plaintiffs’ other statutory claims.
Because those predicate claims fail, Plaintiffs “unlawful” theory of liability also fails.
See Hammerling v. Google LLC, 615 F. Supp. 3d 1069, 1094 (N.D. Cal. 2022).

Under the UCL’s “fraudulent” prong, Plaintiffs must plead with particularity
under Rule 9(b) the “circumstances surrounding” the alleged misrepresentations,
including “when [they were] exposed to them.” Kearns v. Ford Motor Co., 567 F. 3d
1120, 1126 (9th Cir. 2009). California Plaintiffs cannot meet this standard because they
do not allege they actually read and relied on any specific privacy representations. See
Cherkin, 2025 WL 844378, at *5 (dismissing similar claims).

Finally, Plaintiffs’ UCL claim under the “unfair” prong is entirely derivative of
both the unlawful and fraudulent prongs. Compare Compl. 49 410-11 with id. 9 408.
Because they fail to state a UCL claim under the other two prongs, their claim under
this prong fails too. See Hammerling, 615 F. Supp. 3d at 1094.

E. California Plaintiffs Cannot State a Claim Under the Tom Bane Civil
Rights Act (Count VI).

California Plaintiffs’ allegations are fundamentally misaligned with the purpose

of the Tom Bane Act, which was enacted to address hate crimes. Reese v. Cnty. of
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Sacramento, 888 F.3d 1030, 1040 (9th Cir. 2018). To state a claim pursuant to section
52.1 of the Tom Bane Civil Rights Act, “a plaintiff must show (1) intentional
interference or attempted interference with a state or federal constitutional or legal right,
and (2) the interference or attempted interference was by threats, intimidation or
coercion.” Est. of Valentine v. Cnty. of Merced, 2024 WL 4374303, at *40 (E.D. Cal.
Oct. 2, 2024).

California Plaintiffs fail to explain how Instructure’s alleged conduct could
violate their civil rights when FERPA explicitly authorizes Instructure to process data
on behalf of schools. But, more fundamentally, Plaintiffs’ claim should be dismissed
because they fail to plead “[t]hreats, intimidation, or coercion”—*“[t]he essence of a
Bane Act claim.” Schmid v. City & Cnty. of S.F., 60 Cal. App. 5th 470, 482 (2021).
That essence is nowhere to be found in Plaintiffs’ sole conclusory allegation that
Instructure interfered with their constitutional rights “by coercion in conditioning a
child’s receipt and use of required educational services on the provision of vast troves
of their personal and private information.” Compl. § 418. Coercion under the statute
must involve some “fear-inducing conduct” to make the violation “sufficiently
egregious to warrant enhanced statutory remedies” designed for “hate crimes.” Cn#y.
Inmate Tel. Serv. Cases, 48 Cal. App. 5th 354, 372 (Cal. Ct. App. (2020). California
Plaintiffs fall far short of that criterion and the Court should dismiss their claim. See
Schmid, 60 Cal. App. 5th at 482 (dismissing Bane Act claim where complaint failed to
allege anything that might reasonably be construed as threats, intimidation, or coercion).

F.  Plaintiffs’ Common Law Claims (Counts VII Through IX) Should Be
Dismissed for Failure to Allege What Law Governs.

In addition to their federal and state statutory claims, Plaintiffs assert a hodge
podge of common law claims for public disclosure of private facts, intrusion upon
seclusion, and unjust enrichment on behalf of a nationwide class. All of Plaintiffs’
common law claims fail. For starters, Plaintiffs have not identified which state’s law

governs each of these claims. This deficiency is reason alone for dismissal. See
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Kavehrad v. Vizio, Inc., 2022 WL 16859975, at *3 (C.D. Cal. Aug. 11, 2022). “[G]iven
the variance in state laws,” “failure to allege which state law governs prevents an
assessment of whether the claims are adequately pleaded.” Id.

Nor can Plaintiffs assert generalized common law claims on behalf of a
nationwide class. It is well-established that common law causes of action vary
materially among states, and these differences in state law defeat predominance for a
single nationwide class even at the pleading stage. See Mazza v. Am. Honda Motor Co.,
Inc., 666 F.3d 581, 591 (9th Cir. 2012); In re Toyota RAV4 Hybrid Fuel Tank Litig.,
534 F. Supp. 3d 1067, 1120-22 (N.D. Cal. 2021) (dismissing nationwide claim for
unjust enrichment at the pleading stage in light of Mazza); see also Fernandez-Wells v.
Beauvais, 983 P.2d 1006, 1008 (N.M. Ct. App. 1999) (“[T]he extent of the required
publicity to support a claim of public disclosure of private facts varies from jurisdiction
to jurisdiction.”); Opperman v. Path, Inc., 2016 WL 3844326, at *9 (N.D. Cal. July 15,
2016) (noting there are material differences in law between states on an intrusion upon
seclusion claim). Because permitting Plaintiffs’ common law claims on behalf of a
nationwide class will require the application of myriad state laws, undermining the
efficiency and manageability of a class action, those claims should be dismissed.

Even assuming California law applies to Plaintiffs’ common law claims, the
Court should still dismiss them for multiple independent reasons stated below.

G. Plaintiffs Fail to Plead Common Law Claims for Invasion of Privacy
(Counts VII and VIII).

Plaintiffs fail to state a claim for invasion of privacy under either the public
disclosure theory or the intrusion upon seclusion theory.

To plead a public disclosure claim, Plaintiffs must allege “(1) public disclosure
(2) of a private fact (3) which would be offensive and objectionable to the reasonable
person and (4) which is not of legitimate public concern.” Shulman v. Grp. W Prods.
Inc., 955 P.2d 469, 478 (Cal. 1998). To meet this test, the disclosure at issue must
reveal intimate details of the plaintiff’s life. Taus v. Loftus, 40 Cal. 4th 683, 718 (2007).
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The facts disclosed must be matters where plaintiff had an “objectively reasonable
expectation of privacy.” Nabeel v. Taylor Swift Prods. Inc. 2024 WL 4444483, at *3
(C.D. Cal. July 31, 2024) (internal quotation omitted).

First, Plaintiffs cannot state a plausible claim for public disclosure of private
facts because the alleged disclosures they complain of are not “public.” To be
actionable, the disclosure must be “widely published and not confined” to “limited
circumstances.” Hill v. Nat’l Collegiate Athletic Ass’n., 865 P.2d 633, 648—49 (Cal.
1994). And to be widely published, the matter must be “communicat[ed] [] to the public
at large, or to so many persons that the matter must be regarded as substantially certain
to become one of public knowledge.” In re Anthem, Inc. Data Breach Litig. 162 F.
Supp. 3d 953, 1004 (N.D. Cal. 2016) (emphasis added). Plaintiffs do not plead any
facts from which the Court can infer that their information was “widely published.”
Although Plaintiffs generally allege Instructure discloses information to “more than a
thousand”™ partners, Compl. 9 86, Plaintiffs do not contend that any specific student’s
information was disclosed to all of Instructure’s partners (as opposed to the specific
partners engaged and authorized by their school) or that any of these entities then
proceeded to re-share their information to the public. Instead, Plaintiffs vaguely claim
that Instructure’s alleged disclosures were “so numerous that they amount to public
disclosures,” id. 4 426. But Plaintiffs cite no support for this novel theory. There is no
numerical threshold that renders disclosures to privately contracted business partners
the equivalent of making information “public.” As Plaintiffs’ Complaint acknowledges,
any alleged disclosure was at most confined to limited circumstances, involving private
entities with a private partnership or business relationship with Plaintiffs’ schools. 7d.
q 87. Plaintiffs have not and cannot identify any actual disclosure of their alleged
personal information to the public.

Second, Plaintiffs have no objectively reasonable expectation of privacy in
personal information they voluntarily share with legally authorized vendors hired by

their schools. For similar reasons, Instructure’s alleged conduct was not offensive or
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reasonably objectionable. To satisfy this element, Plaintiffs must plead that they have
“an objectively reasonable expectation of seclusion or solitude in the place,
conversation or data source.” In re Google, Inc. Priv. Pol’y Litig., 2013 WL 6248499,
at *15 (N.D. Cal. Dec. 3, 2013) (internal quotations omitted). “A ‘reasonable’
expectation of privacy ‘is an objective entitlement founded on broadly based and widely
accepted community norms.”” Hill, 865 P. 2d at 655. As the Complaint acknowledges,
“[s]chools have always collected certain personal information belonging to students and
their parents in order to provide educational services.” Compl. 4 10. It is consistent
with community norms for schools to keep students’ school records such as enrollment
data, assignments, grades, contact information, disciplinary records, medical
information, and communications with parents. As evidenced by laws like FERPA,
community norms also permit schools to hire contractors like Instructure to maintain
and process that information. When Plaintiffs voluntarily upload their personal
information onto Instructure’s platforms to share with their teachers and school
administrators, community norms do not allow them to have a reasonable expectation
of privacy vis-a-vis their schools or government-sanctioned contractors like Instructure.
Without a reasonable expectation, Plaintiffs cannot allege a private fact, let alone a
public disclosure thereof.

Plaintiffs likewise fail to plead a claim for intrusion upon seclusion. For intrusion
upon seclusion, Plaintiffs must allege that Instructure “(1) intentionally intrude[d] into
a place, conversation, or matter as to which the plaintiff has a reasonable expectation of
privacyl[,] and (2) the intrusion occur[red] in a manner highly offensive to a reasonable
person.” In re Facebook, Inc. Internet Tracking Litig., 956 F.3d 589, 601 (9th Cir.
2020) (internal quotation omitted). Beyond conclusory statements, Plaintiffs do not
plead a reasonable expectation of privacy in the data and information they knowingly
provide to their own schools. Rather, as discussed above, it is reasonable and within
accepted community norms for schools to record the very information that Plaintiffs

allege is private, and for schools to share that data (as expressly contemplated by state
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and federal statutes) with contractors like Instructure. In addition, because Plaintiffs
know their schools use Instructure products (and in fact use them directly themselves),
they possess “advance notice” of any information-sharing, which makes the expectation
of privacy in this context unreasonable.

Moreover, to be “highly offensive,” the alleged intrusion must be “sufficiently
serious in [its] nature, scope, and actual or potential impact to constitute an egregious
breach of the social norms underlying the privacy right.” [In re iPhone Application
Litig., 844 F. Supp. 2d 1040, 1063 (N.D. Cal. 2012). Again, Plaintiffs do not specify
what information Instructure collects from them personally. See Compl. 9 263-72.
Their allegations thus “provide no sufficient facts that would allow this Court to assess
the plausibility of [their] claims,” necessitating their dismissal. Obeng-Amponsah v.
Don Miguel Apartments, 2017 WL 11557563, at *1 (C.D. Cal. Apr. 3,2017).°

Plaintiffs’ invasion of privacy claims should be dismissed.

H. Plaintiffs’ Unjust Enrichment Claim (Count IX) Fails as a Matter of
Law.

The Court should dismiss Plaintiffs’ unjust enrichment claim because “California
does not recognize unjust enrichment as an independent cause of action,” but rather a
remedy when remedies at law are inadequate to address plaintiffs’ harms. Griffith v.
TikTok, Inc. 2023 WL 9019035, at *6 (C.D. Cal. Dec. 13, 2023). Ample state and

federal authority holds that “in California, there is not a standalone cause of action for

> Even assuming Plaintiffs’ general allegations about what information Instructure’s

products may collect, see Compl. § 56, applied to them personally, much of that
information does not egregiously breach social norms. See, e.g., In re iPhone
Application Litig., 844 F. Supp. 2d at 1063 (disclosing “unique device identifier
number, personal data, and geolocation information” to third parties does not
constitute an egregious breach of social norms). Moreover, the obvious nature of
any metadata collection, which occurs when Plaintiffs choose to knowingly interact
with Instructure’s products, defeats Plaintiffs’ offensiveness allegation. See
Sheehan v. S.F. 49ers, Ltd., 201 P.3d 472, 478 (Cal. 2009) (“If voluntary consent is
present, a defendant’s conduct will rarely be deemed ‘highly offensive to a
reasonable person’”).
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‘unjust enrichment.”” Id. (colleting cases). Here, Plaintiffs merely offer a conclusory
allegation that they “may not have an adequate remedy at law,” but plead no facts to
support their bare assertion. Compl. q 464.

Additionally, Plaintiffs’ unjust enrichment claim should be dismissed because
they have not plausibly alleged that Instructure was unjustly enriched by Plaintiffs.
Instructure contracts with schools to provide education technology services. Plaintiffs
are not Instructure customers and never conferred any monetary benefit or value to
Instructure. And Plaintiffs cannot save their claim by alleging that Instructure
nevertheless obtained a “benefit” from receiving Plaintiffs’ data; courts have routinely
rejected the proposition that an individual’s personal identifying information has an
independent monetary value. See Low v. LinkedIn Corp., 900 F. Supp. 2d 1010, 1029
(N.D. Cal. 2012) (finding such allegations “too abstract and speculative to support
Article III standing”).

V. CONCLUSION
For the foregoing reasons, the Court should dismiss Plaintiffs’ Complaint with

prejudice.
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DECLARATION OF MARTIN L. ROTH
I, MARTIN L. ROTH, declare as follows:

I am over 18 years of age and an attorney admitted to practice pro hac vice before
this Court.

[ am a Partner with the law firm of Kirkland & Ellis LLP, attorneys of record for
Defendant Instructure, Inc. (“Instructure”) in this matter.

I have personal knowledge of all facts and matters set forth herein and could and
would competently and truthfully testify to the same if called as a witness and placed
under oath.

Attached hereto as Exhibit 1 is a true and correct copy of Instructure’s Product
Privacy Notice, as provided on its website as of this date.

Attached hereto as Exhibit 2 is a true and correct copy of Instructure’s Data
Processing Addendum, as provided on its website as of this date.

Attached hereto as Exhibit 3 is a true and correct copy of Instructure’s COPPA
Privacy Policy, as provided on its website as of this date.

I declare under penalty of perjury under the laws of the United States of America

that the foregoing is true and correct.

Executed on June 2, 2025, at Chicago, Illinois.

/s/ Martin L. Roth
Martin L. Roth
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Languages:

English
(https://www.instructure.com/policies/prive

INSTRUCTURE
German

(https://www.instructure.com/policies/prod

Pl‘OduCt privacy/german)
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TR
C Certlflelalgrlvacy _(//privacy.truste.com/privacy-seal/validation?rid=5834fde1-0bf0-4fOf-

Powered by TrustArc

8408-0f8a98c807bc)
Effective Date: December 31, 2023

To see the previous version of this policy please view here (/policies/privacy-retire).

What’s Changed in this Notice?

Instructure has updated Section 9 to reflect the updates for the EU-U.S. Data Privacy
Framework to include information regarding the Swiss-U.S. Data Privacy Framework and
the UK Extension to the EU-U.S. Data Privacy Framework.

Instructure has added information regarding LearnPlatform services in Section 10.

We have added a new Section 10 which describes our privacy practices related to the
LearnPlatform by Instructure Products.

Introduction.

Instructure is committed to protecting the information we process by doing our best to
ensure that the information is used only to support students and education. We are guided
in this mission by our foundational Privacy Principles:

1. Transparency: We will work to ensure transparent data processing in our business.

2. Accountability: We will demonstrate our commitment to privacy in concrete and tangible
ways.

3. Integrity: We will strive to ensure that the data entrusted to us is complete, consistent,
and accurate.

4. Security: We will implement and maintain appropriate technical, administrative, and
organizational measures to protect data in accordance with regulatory requirements.

5. Confidentiality: We will establish and maintain policies, procedures, and practices that
limit access to data and protect against unlawful or unintentional access or disclosure.

As part of our commitment to protecting the privacy of students, educators, and institutions,
we are a signatory to the Student Privacy Pledge

(https://studentprivacypledge.org/signatories/) and a member of the Future of Privacy
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Instructure has also earned the TrustEd Apps Data Privacy Certification Seal
(https://site.imsglobal.org/certifications/instructure/canvas#cert pane nid 193191).

We invite you to learn more about the data practices on our platforms that enable lifelong
learning.

Contents:

. About our Users and our Products.

. Information Collection.

. Our Use of Your Information.

. Disclosure of Information.

. Children’s Privacy.

. Your Information, Your Control.

. Other Important Information.

. Security of Your Personal Information.
. Data Privacy Framework.
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. Contact Information.

” ”

Instructure, Inc. and its affiliates and subsidiaries (“Instructure,” “we,” “our,” or “us”)
prepared this Product Privacy Notice (“Notice”) to describe our privacy practices. This
Notice governs information collected and processed by our products and services

(collectively, “Products”), which are listed here: https://www.instructure.com/product/all-

products (/products).

1. About our Users and our Products.

How we use your information depends on our relationship with you. We primarily provide
our Products to Academic Institutions, such as K-12 schools and higher education
institutions, and companies that use our Products to amplify teaching, elevate learning,
provide professional development opportunities, and improve student outcomes.

If you are an end user of an Academic Institution or company that uses our Products, it
means that your institution determines how your personal information is used. This means
that your organization’s privacy notice governs the use of your personal information. This
Notice is intended to provide transparency related to Instructure’s privacy practices only.
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information we process through our Products and the relationship between our users and
Products.

Users Products Examples
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Educators and
Faculty

Academic
Institutions

Students

Parents/Guardians

Institution
Administrators

Corporate
Employees
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Canvas Services #:350
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Canvas LMS

Canvas Studio

Canvas Catalog

Canvas Student Pathways

Canvas Student
ePortfolios

Canvas Network

Canvas Commons
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Educators provide content and
instruction through Canvas LMS.

Educators may use Canvas LMS
to provide one-on-one feedback
to students or offer their
students collaborative
workspaces.

Academic Institutions may use
Canvas LMS to enable,
personalize, and configure how
educators and students use
Canvas LMS.

Educators and students can
submit video creations with
Canvas Studio.

Parents can view their student’s
academic work in Canvas LMS.
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Mastery Connect
Mastery Item Bank

Mastery Item Bank
Supplemental

Mastery View College
Prep

Mastery View Formative

Assessments

Mastery View Interim
Assessments

Mastery View Predictive

Assessments

Fild
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Educators use Mastery Connect
to assess their students and plan
curriculum.

Academic Institutions and
Educators may use standards-
based items to check for
understanding and evaluate
student learning.

Elevate by Instructure

Elevate K-12 Analytics

Elevate Data Quality

Elevate Data Hub

Elevate Data Sync

Elevate Standards

Academic Institutions may use
Elevate Data Quality to ensure
their data is up-to-date and
accurate.

Academic Institutions may use
Elevate K-12 Analytics to provide
integrated data, so they
understand what is affecting
student success.
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Impact may be used by
Academic Institutions to drive
technology adoption across a
district.

Academic Institutions may use
Impact to evaluate the impact of
technology on student
engagement and outcomes.

Students

Academic
Institutions

Professionals

Parents/Guardians

Canvas Student ePortfolios

Portfolium

Students may showcase their
achievements to potential
employers and fellow students,
and connect with other users,
such as employers,
professionals, and other
students.

Employers may search and
select job candidates.
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Academi Y #353 Academic Institutions anal
cademic Instructure cademic Institutions analyze
Institutions their institution’s use of edtech
tools.
Students
Academic Institutions can create
Professionals a centralized district edtech
library.
Technology
Providers Academic Institutions use rapid-

cycle evaluation technology to
provide insights.

Technology Providers can
respond to diligence requests
from Academic Institutions.

2. Information Collection.

Now that you know about our Products, we want to tell you about the information our
Products collect and process.

Personal Information
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Information that may singly identify you, ID #jRstcollect your personal information when:

either alone or in combination with other
information, such as: You create an account for or use our

Products.
First and last name

When an Academic Institution creates an

Gender or preferred pronouns account for you in our Products.

E-mail address You import information from third-party

websites and sources, such as social

Academic Institution L.
media sites.

Username and password o .
P Others invite you to join our Products.

CEEEIERIE MIGITIETON, SUEh &S 1olr When an Academic Institution transfers

[l information from student information
o ) ) systems, or other institutional systems,
Profile information (such as a short bio

] into our Products.
or profile photo)

Phone or mobile number

Payment card information (Canvas
Catalog only)

Imported profile information from third-
party websites if you choose to register
and/or log in with credentials from these
websites

Information from Academic Institutions
to register your profile (such as student
ID number)

In application messages or discussion
group comments

Date of birth (Portfolium, Mastery
Connect and Elevate products only)
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papers, class assignments)

ID 1

Data types described in the Ed-Fi Data

Standard (https://www.ed-fi.org/)

(Elevate products only)

Video images and voice recordings

b1-3  Filed 06/02/25 Page 11 of 28 Page
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Product Usage Information

Information processed while using our
Products, such as:

Your interactions with other users, for
example, messages, comments, and
uploaded files

Performance of the Products, such as
how you use certain features

Descriptions, images, hashtags, and
other information associated with
uploaded information

How you use our Products, such as the

time spent interacting with certain

features and the date and time of your

visits

When you use our Products, we collect
information about how you use our Products

Communications and Other Interactions with Us
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Any information, including personal
information, you submit during your
interactions with us, such as:

Contact information

Email content

b1-3~ Filed 06/02/25 Page 1Z of 28 Page

PR collect information from and about your
communications and interactions with us.
For example, we collect information when
you:

Request assistance from our help desk.

Provide us with feedback on our
Products.

Sign up for and attend a conference,
webinar, or Instructure event.

Participate in surveys and contests.

Otherwise communicate or interact with
us.

Device Information
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Information, including personal ID {

information, from and about your device,
such as:

Browser type, settings, and preferences

Operating system

Location information (e.g., Country or
state)

Persistent identifiers

Internet Protocol (IP) address (a number
that is automatically assigned to your
computer when you use the Internet,
which may vary from session to session)

Domain name

Unique device identifiers

bl-o
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When you use our Products on a device, like
most Internet services, we automatically
gather and store device information each
time you use our Products.

Professional Information

Information about your career and
professional achievements, such as:

Information required by the employer,
which may contain personal information
like your resume

Job descriptions and requirements

We collect this information, for example,
when you apply for a job posted on
Portfolium or student ePortfolios and
activate an account created by your
Academic Institution

3.Our Use of Your Information.

Now that you’ve learned about the information we process, let’s go over what we do with it.

Please note that if we process your personal

information for a purpose other than the

purpose for which it was collected, we will provide you with notice in advance of the new

processing and obtain consent if required.
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required to operate our Products, or as otherwise disclosed in this Privacy Notice. We do
not engage in automatic decision making, advertising to students, or profiling.

To provide, analyze, and improve our Products. We use the information described above
to provide, analyze, and improve our Products, including to:

Create and maintain your account.

|dentify you as a user.

Notate and assign support tickets.

Provide, operate, maintain, and improve our Products.
Personalize and improve your experience.

Contact you and communicate with you, including to respond to your comments or
inquiries.

Provide customer support.

Solicit feedback about our Products, including by asking you to respond to surveys or
questionnaires (with your permission).

Please see the “Third-Party Websites” section below for more details about sharing
information with third-party websites or platforms.

De-identified or aggregate use. We may create and use de-identified or aggregate
information, that is information removed of specific identifiers so that it cannot singly
identify you (i.e., non-personal information) for any purpose.

4.Disclosure of Information.

Now we will review how we share or disclose information, including personal information.
Please note that we share information, and permit you to share information, only as
described in this Privacy Notice. We do not sell or rent personal information to third parties.

A. Instructure’s Disclosure of Information.
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Commonly owned entities. We may share your information, including personal information,
with companies under common ownership or control of Instructure, including affiliates and
subsidiaries, to help provide our Products.

Third-party service providers. We may share your personal information with authorized
third-party service providers for the sole purpose of providing you with our Products.

We do not permit our third-party service providers to use personal information we share
with them for their own advertising or marketing purposes, or for any other purpose other
than in connection with the services they provide to Instructure. Additionally, we do not sell
or rent your personal information to third parties.

Google APIs. Our use of information received from Google APIs will adhere to Google's
Limited Use Requirements. Our Product’s use and transfer to any other application of
information received from Google APIs will adhere to Google API Services User Data Policy

(https://developers.google.com/terms/api-services-user-data-policy), including the Limited

Use requirements.

As required by law. In certain circumstances, we may be required to disclose information,
including personal information, in order to:

Comply with legal or regulatory processes (such as a judicial proceeding, court order, or
government inquiry).

Enforce the Instructure Acceptable Use Policy

(https://www.instructure.com/policies/acceptable-use) and other applicable policies.

Respond to claims that any content violates the rights of third parties.

Protect the rights, property, or personal safety of Instructure, its employees, its users, its
clients, and the public.

Change of Control. We may share information about you in connection with or during
negotiation of any merger, financing, acquisition, bankruptcy, dissolution, transaction or
proceeding involving sale, transfer, divestiture or disclosure of all or a portion of our
business or assets to another company. In the event that information is shared in this
manner, notice will be posted on our website at www.instructure.com (about:blank).
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in this Privacy Notice with your consent, or at your specific direction, for example, if you
choose to use the Products with social networking platforms (e.g., Facebook, YouTube,
Twitter, etc.).

De-identified or aggregate use. We may share de-identified or aggregate information, that
is information removed of specific identifiers so that it cannot singly identify you (i.e., non-
personal information) for any purpose without limitation, unless prohibited by applicable

law.

B. Disclosure of Information through Instructure’s Products.

Our Products have features that share information (including personal information) with
authorized third parties or that allow you to share information with third parties or the
public. These disclosures are described below.

Academic Institutions, course providers, or parents. We may share your personal
information with the Academic Institution or company which is linked to your use of our
Products. Where permitted, we may also share your information with relevant parties
associated with the Academic Institution, such as educators or fellow students, or parents
of students using our Products or fellow users.

For example, this would apply:

If your Academic Institution uses our Products as a learning management platform and
has given you access to the Products; or

If you are taking a course via the Products, we will share your personal information you
provided upon account registration and coursework registration with the educator
and/or Academic Institution

Other Third Parties. You may choose to share information through our Products, such as
Portfolium, with other users of the Products or the public when you post content or
otherwise provide information about yourself. We are not responsible for others’ use of the
available information, so you should carefully consider whether and what to post or how
you identify yourself.

If you use Portfolium, examples of sharing your personal information may occur when you:

Create an account, your name and other profile information will be viewable and
searchable by other users and Employer Partners (as noted above).
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which are displayed on Portfolium and viewable by other users by default.
Access public blogs, community forums, or the newsfeed within the Product.

Post to our public blog, which is operated by a third-party application. Our Privacy Notice
does not cover the practices of these third parties, and your interactions with these third-
party applications are governed by their separate privacy policies.

On Portfolium, we do not make a child user’s account publicly available; only parents and
Academic Institutions have access to a child user’s account. And we do not make users’
accounts or data publicly available on Canvas LMS & Mastery Connect.

With your consent or at your direction. As noted, we may share information other than as
described in this Privacy Notice with your consent, or at your specific direction, for example,
if you choose to use the Products with social networking platforms (e.g., Facebook,
YouTube, Twitter, etc.).

YouTube API: Our Product integration with the YouTube API Service allows our customers
to utilize certain YouTube services directly in our Products. For example, educators and
students can search publicly available YouTube videos, and embed videos into course
materials. These services are only available if enabled by your Academic Institution. The
YouTube API Service does not process any of your personal information. For more
information about the YouTube API Service, please refer to YouTube’s Terms of Service

(https://www.youtube.com/t/terms). You can learn more about how YouTube uses your

personal information in the Google Privacy Policy (https://policies.google.com/privacy?
hl=en-US%20target=).

5.Children’s Privacy.

For users of Canvas LMS and the Mastery suite of products, we may take steps intended to
comply with the Children's Online Privacy Protection Act (“COPPA”). Please see our
Children’s Online Privacy Protection Act Privacy Notice (https://www.instructure.com/coppa-
privacy-policy).

Except for authorized users of Canvas LMS, Canvas Studio, Canvas Student Pathways, or
the suite of Mastery products, if you learn that a child under thirteen years of age has
provided us with personal information, please alert us at privacy@instructure.com

(mailto:privacy@instructure.com).
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6. Your Information, Your Gontro

We provide you with several ways to control your information.

Parents and Academic Institutions. Parents and educators may review information
collected from children, request deletion of this information, or request no further collection
or use of this information by contacting us at privacy@instructure.com

(mailto:privacy@instructure.com) or submitting a help desk ticket through our Products.

Account Information. You may change some of your personal information by editing your
Product profile. You may also request that we modify or delete your information by emailing
us at privacy@instructure.com (mailto:privacy@instructure.com) or submitting a help desk

ticket through our Products. We will respond to your request, when permitted by law and
subject to exceptions, within 30 days. We may be unable to delete information that resides
in our archives.

Portfolium Account Closure. If you wish to delete your Portfolium account, you can go to
the "Privacy" tab under "Account Settings" and click "Disable Account." Once your account
has been disabled, you can request deletion of your account by selecting "Permanently
Delete" from the “disable” account screen. After requesting deletion, you have fifteen days
to change your mind before we cannot undo your deletion request.

Employer Communications. Portfolium users (that are over 18 years of age) may receive
private messages through Portfolium from approved employers. At any time, Portfolium
users may unsubscribe from all employer-generated private messages. Portfolium users
may also use the privacy settings in their account to opt out of their information being
shared with employers.

Push Notifications. If you would like to stop receiving push notifications, please use the
settings on your mobile device to opt out. Please note that opting out of receiving push
notifications may impact your use of our Products (such as receiving a notification that you
have a new message). Please note that the opt-out process differs depending on the
mobile device you are using.

Location. Some Products may collect precise location information about your mobile
device, but only with your consent. If you wish to revoke permission to collect precise
location information, you can change the location settings on your mobile device.
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mechanisms described above, please contact us at privacy@instructure.com

(mailto:privacy@instructure.com) or submitting a help desk ticket through our Products.

7.0ther Important Information.

Student Data Privacy Agreements. When providing our Products to certain US Academic
Institutions, we may sign a state-level Student Data Privacy Agreement (“SDPA”) with a
Local Educational Agency (“LEA”). The LEAs make these SDPAs publicly available. You can
access the SDPAs that we have signed with LEAs on the Student Data Privacy Consortium
website located at https://sdpc.adl.org/.

Third-Party Websites. Our Products may contain links to third-party websites or services
that allow you to leave our Products and go to another website when you click on such a
link. Your information, including personal information, may be collected by those separate
entities. We have no control over, do not review, and cannot be responsible for these
outside websites or their content.

Please be aware that the terms of this Privacy Notice do not apply to these outside
websites or content, or to any collection of data after you click on links to such outside
websites. The links to third-party websites or locations are for your convenience and do not
signify our endorsement of such third parties or their products, content, or websites.

8.Security of Your Personal Information.

Instructure takes reasonable steps to help protect your personal information in an effort to
prevent unauthorized access, use, or disclosure. You can find more details about our
security program by visiting our security webpage at https://www.instructure.com/trust-
center and reviewing our Security and Due Diligence Documents.

Despite these measures, you should know that we cannot fully eliminate security risks
associated with personal information. No method of transmission over the Internet, or
method of electronic storage, is 100% secure. Therefore, we cannot guarantee absolute
security. Any content you post or input you provide while using our Products is at your own
risk.

Please be aware that the personal information we collect may be transferred to and
maintained on servers or databases located outside your county, and personal information
may be accessible to law enforcement and national security authorities in those
jurisdictions.
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9, Data Privacy Frameweork:

Instructure complies with the EU-U.S. Data Privacy Framework (“EU-U.S. DPF”), the UK
Extension to the EU-U.S. DPF, and the Swiss-U.S. Data Privacy Framework (“Swiss-U.S.
DPF”) as set forth by the U.S. Department of Commerce. Instructure has certified to the U.S.
Department of Commerce that it adheres to the EU-U.S. Data Privacy Framework Principles
(“EU-U.S. DPF Principles”) with regard to the processing of personal data received from
the European Union in reliance on the EU-U.S. DPF and from the United Kingdom (and
Gibraltar) in reliance on the UK Extension to the EU-U.S. DPF. Instructure has certified to the
U.S. Department of Commerce that it adheres to the Swiss-U.S. Data Privacy Framework
Principles (“Swiss-U.S. DPF Principles”) with regard to the processing of personal data
received from Switzerland in reliance on the Swiss-U.S. DPF. If there is any conflict between
the terms in this privacy policy and the EU-U.S. DPF Principles and/or the Swiss-U.S. DPF
Principles, the Principles shall govern. To learn more about the Data Privacy Framework
(“DPF”) program, and to view our certification, please visit
https://www.dataprivacyframework.gov/ (https://www.dataprivacyframework.gov/).

Instructure commits to subject to the DPF Principles all personal data received from the EU,
UK, and Switzerland in reliance on the relevant DPF.

Instructure is accountable for the processing of personal data it receives under the EU-U.S.
DPF Principles and the Swiss-U.S. DPF Principles (collectively, “DPF Principles”) and
subsequently transfers to a third party. Instructure complies with the DPF Principles for all
onward transfers of personal data from the EU, UK, and Switzerland, including the onward
transfer liability provisions. The Federal Trade Commission has jurisdiction over
Instructure’s compliance with the EU-U.S. DPF, UK Extension to the EU-U.S. DPF, and the
Swiss-U.S. DPF.

Instructure may be required to disclose personal data in response to law requests by public
authorities, including to meet national security and law enforcement requirements.

Residents of the EU, UK, and Switzerland have the right to access the personal data that
Instructure maintains, and in some cases, have choices to limit the use and disclosure of
personal data. These rights are described more fully in Product Privacy Policy: the Your
Rights section of the European Union Region Product Privacy Notice Addendum. To
exercise these rights, contact us at privacy@instructure.com.
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DPF, Instructure commits to resolve DPF Principles-related complaints about our collection
and use of your personal information. EU, UK, and Swiss, individuals with inquiries or
complaints regarding our handling of personal data received in reliance on the EU-U.S.
DPF, the UK Extension to the EU-U.S. DPF, and the Swiss-U.S. DPF should first contact
Instructure as described in the “Contact Information” in Section 10 below.

In compliance with the EU-U.S. DPF, the UK Extension to the EU-U.S. DPF, and the Swiss-
U.S. DPF, Instructure commits to refer unresolved complaints concerning our handling of
personal data received in reliance on the EU-U.S. DPF, the UK Extension to the EU-U.S.
DPF, and the Swiss-U.S. DPF to TRUSTe, an alternative dispute resolution provider based in
the United States. If you do not receive timely acknowledgment of your DPF Principles-
related complaint from us, or if we have not addressed your DPF Principles-related
complaint to your satisfaction, please visit_https://feedback-

form.truste.com/watchdog/request (https://feedback-form.truste.com/watchdog/request) for

more information or to file a complaint. The services of TRUSTe are provided at no cost to
you. Under certain conditions, more fully described on the DPF website, you may be
entitled to invoke binding arbitration when other dispute resolution procedures have been
exhausted.

10. LearnPlatform Services.

This Section 10 applies only to users of the LearnPlatform by Instructure software, and any
other extensions, mobile applications, software, or add-ons provided by us for use with
LearnPlatform by Instructure (collectively the “Platform”)

A. Information We Collect.

We may collect the following types of information when you use the Platform.

Information you provide. When you sign up for the Platform, we ask you for some basic
personal information, such as your name, email address, and Academic Institution. You may
update or change your account or profile information through the Platform at any time.
When you use the Platform, you may provide additional personal information at your sole
discretion, including subject interests and grade level interests. As part of an Academic
Institution, others in your Academic Institution and linked Academic Institutions may see
your personal information and technology reviews.



1 youCRHRe 2 REPRBRTL BRSIAL, WRIFHD Y BL:BinrSHRSABINHAR yBa% PR8N ARg St
Educational Tools. Any information you provide concerning the Educational Tools may be
shared with other users of the Platform.

Cookies and Other Similar Technologies. We use cookies to help us understand how
individuals utilize our Platform and to help us improve the quality of our Platform, including
for storing user preferences, improving search results, and tracking user trends, such as
how individuals use our Platform.

When you access the Platform we automatically record certain information, such as your
web request, your interaction with the Platform, IP address, browser type, browser
language, device type, operating system, and device ID. We use this information for
troubleshooting and security monitoring.

As you interact with the Platform, we obtain information regarding your interactions, such
as time of day and date, how long you spend on different pages; some of this information is
collected via cookies that may uniquely identify your browser or your account. We use this
information to understand how your hardware and software interacts with the Platform and
how we can better improve usage of the Platform.

If you or your Academic Institution have installed our extensions to your browser, we may
automatically record certain information while the extension is activated, such as your
username, the websites you visit, and the amount of time spent on each site. The extension
records only application or website information on products that are included in the
Platform’s product library as described below.

User Communications. When you send communications to us or to other users through
the Platform, we may retain those communications in order to process your inquiries,
respond to your requests and improve our Platform. We may use your email address to
communicate with you about our Platform, including service-related notices.

B. Integrated Metrics Producing Analytics on Classroom
Technology (IMPACT) Data

This section applies only if your Academic Institution uses IMPACT. The IMPACT module of
the Platform (“IMPACT?”) is an optional tool that integrates data from multiple sources
including student demographic information, product usage, and student achievement data
to produce evidence-based reports and dashboards on product effectiveness. The data
used in IMPACT are defined, approved, and controlled by the Academic Institution using
IMPACT, and usage of IMPACT only happens at the direct instruction of -- and via direct
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browser extensions. All data used for IMPACT are used only for the specific educational
purpose defined by the Academic Institution.

C. How We Use and Share Information

We use information we collect to administer the Platform, to allow you and other users to
use the Platform and to improve our Platform and as otherwise described above in Section
10.A. We will disclose information to our service providers that work on our behalf as
described in Section 4.A., to provide the Platform.

Certain information and the reviews that you post to the Platform will be shared through the
Platform and will be accessible to other users of the Platform. Please note once you have
posted information to the Platform or communicated with another member of the Platform,
we cannot control how other users may use the information you provide. Additionally, your
Academic Institution may have access to your information, including as posted to the
Platform, and may use such information in accordance with the Academic Institution
policies.

Our Technology Providers do not have access to data you provide us or data we collect
unless you expressly initiate such a request or expressly consent to such disclosure. If
given permission, our Technology Providers may provide information about their
educational tools and respond to requests from users.

If you are a Technology Provider and are using the Platform to respond to a request for
proposal ("RFP") from an Academic Institution, we may collect the information you submit
through the Platform and share that information with the designated Academic Institution.

We may use the information you provide through the Platform in response to RFPs in an
aggregate and de-identified manner to provide aggregated and statistical data about such
responses to our users and schools.

We may also create aggregated and statistical data about our users and/or Academic
Institution and the use of the Platform. We may share or provide aggregated and statistical
data, including reviews, to Academic Institutions, educational organizations, or Technology
Providers.

We may also use de-identified or aggregated information to improve the Platform, including
by sharing such information with our third-party collaborators and partners.

D. Platform Extensions



1 youS58 FROSRSAREHSRENAN pBARSELEL BuatfolR SROBRRrorRPUMPASIRG Page

information relating to your use and interactions with various websites accessed through
your Chrome browser or your iOS device. Because the explicit purpose of the extensions is
to help our customers understand how educational tools are used in their environments,
the extensions collect general information only when you use sites related to educational
tools that are listed on the Platform and included in the product library. You can review
whether the extension is collecting information as follows:

Chrome Extension: When the Chrome extension is grayed out in your browser, no
information is being sent to the Platform. When the Chrome extension is colorized, you
are on a website that is part of the product library, and general information is sent back
to the Platform.

iOS Extension: When you are on an application or website that is not part of the Platform
product library, no information is being sent to the Platform from the iOS extension.

The information collected through the extensions is not used to identify an individual
student and is used only in aggregated form. For Academic Institutions that have a paid
subscription to the Platform, the names of individual teachers can be listed on a per
Academic Institution basis. We do not otherwise track or collect personal information about
your online activities once you leave the Platform.

11. Contact Information.

Instructure welcomes your comments or questions regarding this Privacy Notice. Please
email us at privacy@instructure.com, or contact us at the following address, or phone
number.

Instructure, Inc.

6330 S 3000 E, Suite 700
Salt Lake City, UT 84121
United States of America
Phone: |+1(800) 203-6755

Instructure Global Ltd.
Birchin Court, 5th Floor
19-25 Birchin Lane
London EC3V 9DU
United Kingdom
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address privacy@instructure.com (mailto:privacy@instructure.com)

12. Changes to this Privacy Notice.

We may change this Privacy Notice from time to time. If we make any changes to this
Notice, we will change the “Effective Date” above. If such changes are material, a notice of
the changes will be posted along with the revised Privacy Notice. We encourage you to
visit this page from time to time for the latest on our privacy practices.

Support Previous
You may contact us at anytime with Vel‘SiOnS

questions by emailing us at
privacy@instructure.com Access the previous version of our

(mailto:privacy@instructure.com) Product Privacy Notice (/node/2356).

Home (/) > Product Privacy Notice Cent... (/privacy-center)

HEADQUARTERS

North America
6330 S 3000 E,
Suite 700

Salt Lake City, UT
84121, USA
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Europe

Rivington House,
82 Great Eastern
Street

London, England

Asia Pacific
Bridgetowne, C-5
Road

Ugong Norte,
Quezon City,
Philippines

CONTACT US >

800-203-6755 -

Page
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Data Processing Addendum | Policy

Last Updated: 01 October 2024

To see the previous version of the DPA please view here (https://www.instructure.com/policies/data-processing-addendum-2022). If

the Customer has signed an agreement with Instructure prior to 01 October 2024, the DPA dated December 21st 2022, shall apply.
For any agreements signed on, or after 01 October 2024, this DPA shall apply.

This Instructure Global Data Processing Addendum (“DPA”) forms part of the Agreement between Customer (as defined below) and
Instructure, Inc., (or its Affiliates, collectively “Instructure”) (each a “Party”, collectively “Parties”).

The Parties hereby agree that this DPA shall be added as an addendum to the Agreement (defined below in Section 1). In case of
any discrepancy or conflict between this DPA and the Agreement, this DPA shall prevail regarding the subject matter herein. Any
capitalized terms not defined herein shall have the meanings set forth in the Agreement.

How this DPA Applies: This DPA consists of two parts - the main body of the DPA and the Schedules. The Schedules apply as
described in each Schedule.

Schedule 1 — Data Processing Schedule

Schedule 2 — U.S. K-12 & Higher Education Addendum

Schedule 3 — EEA & UK Addendum

Schedule 4 — Jurisdiction Specific Addendum

Schedule 5 — LearnPlatform Research Services Customer Addendum

1. Definitions. In this DPA, the following terms shall have the meanings set out below:

1. “Affiliate(s)” means any entity which is controlled by, controls, or is in common control with a Party.

2. “Agreement” means the Instructure Services Order Form, Instructure Standard Terms and Conditions, or other written or
electronic agreement in effect between the Parties.

3. “Account Data” means the Personal Data of Customer employees, personnel, contractors, business contacts, and/or agents
that relates to Customer’s relationship with Instructure, including without limitation the names or contact information of such
individuals authorized by Customer to access Customer’s account for or on behalf of Customer, and contact and billing
information of individuals that Customer has associated with its account. Account Data also includes without limitation any
Personal Data Instructure may need to Process to perform support services, or as part of its legal obligation to retain records.

4. “Customer” means the entity that signed an Agreement with Instructure.

5. “Customer Personal Data” means Personal Data provided by or on behalf of Customer to be Processed by Instructure as a
Processor in connection with providing the Services and excludes Account Data.

6. “Controller” means the entity which determines the purposes and means of the Processing of Personal Data.

7. “Processor” means the entity which Processes Personal Data on behalf of a Controller.

8. “Data Protection Laws” means the laws and regulations which are applicable to the Processing of Personal Data under the
Agreement.
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10. “Data Subject Request” means a request from or on behﬁ‘-g‘f?aEData Subject to exercise its rights granted to a Data Subject
under Data Protection Laws

11. “De-ldentified Data” and “De-ldentification” means data and information where all Personal Data has been removed or
obscured, such that the remaining information does not reasonably identify a specific individual, including, but not limited to,
any information that, alone or in combination is linkable to a specific Data Subject.

12. “Personal Data” means any information relating to an identified or reasonably identifiable person.

13. “Processing” means any operation or set of operations which is performed upon Personal Data, whether or not by automatic
means, such as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction
(“Process”, “Processes” and “Processed” shall have the same meaning).

14. “Sell,” “Selling,” “Sale,” and “Sold” shall have the meanings provided under Data Protection Laws.

15. “Security Breach” means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to, Customer Personal Data transmitted, stored, or otherwise processed by Instructure.

16. “Services” means Instructure’s proprietary software as a service offering(s) made available through a URL in a hosted
environment made available by or on behalf of Instructure to Customer and identified in the Agreement.

17. “Sub-processor(s)” means any third-party processing Customer Personal Data for or on behalf of Instructure.

2. Term and Termination. This DPA is effective upon the signature date on the Agreement by the Customer and shall remain in
effect until the Agreement is terminated, or until Instructure deletes all Customer Personal Data.
3. Processing Of Personal Data.

1. Instructure as Processor for Customer Personal Data. The Parties agree that with regard to the Processing of Customer
Personal Data, Customer is the Controller and Instructure is the Processor. The objective of Processing of Customer Personal
Data by Instructure as Processor is the performance of the Services pursuant to the Agreement. Instructure shall only Process
Customer Personal Data on behalf of and in accordance with the Agreement and Customer’s written instructions unless
required to do so by law to which Instructure is subject; in such case Instructure shall inform the Customer of that legal
requirement before processing, unless that law prohibits such notification. Instructure shall comply with applicable Data
Protection Laws, including, where required by such laws, by providing the same level of privacy protection required of
Customer under such laws. As between Instructure and Customer, Customer retains all ownership of Customer Personal Data.

2. Customer Instructions. Customer instructs Instructure to Process Customer Personal Data for the following purposes: (a)
Processing in accordance with the Agreement and Data Protection Laws; and (b) Processing to comply with other reasonable
instructions provided by Customer where such instructions are consistent with the terms of the Agreement and Data Protection
Laws. Instructure shall promptly notify Customer in the event Instructure determines that any Customer instructions violate Data
Protection Laws. If Instructure determines that it can no longer comply with Data Protection Laws, Instructure will promptly
notify Customer.

3. Consents for the Processing of Customer Personal Data. Customer represents, warrants, and covenants that it has complied
with all applicable Data Protection Laws, including without limitation providing all notices and obtaining all consents and rights
necessary under applicable Data Protection Laws for Instructure to Process any Customer Personal Data in its’s provision of the
Services. In the event Customer determines that the foregoing representation, warranty and covenant is untrue with respect to
any Customer Personal Data, Customer will promptly notify Instructure. Unless prohibited by applicable laws, Customer shall
indemnify Instructure from and against all claims, directly resulting from any material breach of this Section 3.3 by Customer, its
employees, agents, contractors, Sub-processors, or subcontractors. A breach of this Section 3.3 shall be considered a material
breach of this DPA.

4. Instructure as a Controller for Account Data. The Parties agree that with regard to the processing of Account Data, Customer
and Instructure are both independent Controllers (and not joint Controllers). Instructure will process Account Data as a
Controller in order to (a) manage and administer the relationship with Customer; (b) carry out Instructure’s business operations,
such as and without limitation, billing, accounting, and filing taxes; (c) detect, prevent, or investigate security incidents, fraud,
and other abuse or misuse of the Services; (d) provide end-user support services; (e) comply with Instructure’s legal or
regulatory obligations; (f) exercise its rights and carry out its obligations under the Agreement; (g) improve, troubleshoot, and
market its products and services; and (h) as otherwise permitted under applicable Data Protection Laws and in accordance with
this DPA, the Agreement, and the Instructure Product Privacy Notice.

5. No Sale. Instructure shall not Sell, or share for targeted advertising purposes, Customer Personal Data except as expressly
instructed by Customer. Instructure shall not combine Customer Personal Data with other Personal Data except as permitted
under Data Protection Laws. Instructure shall not collect, retain, use, or otherwise disclose Customer Personal Data outside of
the direct business relationship with Customer, and shall only Process Customer Personal Data for limited and specified
purposes consistent with this DPA and the Agreement.



6 CasBnerOnfigatbad 1drseBrdVl, in iIDREUMER Dt the sdriled BBLAZ/ 28stomBiagR APbad anPAGEHD

Data in accordance with applicable Data Protection Laws %Lr:ngI@stomer will ensure that its instructions for the Processing of
Customer Personal Data comply with applicable Data Protection Laws. Customer shall have sole responsibility for the accuracy,
quality, and legality of Customer Personal Data and Account Data; the means by which Customer obtained the Customer
Personal Data and Account Data; and for fulfilling all requirements under Data Protection Laws necessary to make the
Customer Personal Data and Account Data available to Instructure for Processing as provided herein and under the
Agreement. Customer shall notify Instructure promptly of any known unauthorized access to the Services. Customer will assist
Instructure in any efforts by Instructure to investigate and respond to any unauthorized access to the Services.

7. Jurisdiction Specific Terms. To the extent that Instructure Processes Personal Data originating from one of the jurisdictions
listed in Schedule 4 (Jurisdiction Specific Terms), the terms specified in Schedule 4 (Jurisdiction Specific Terms) with respect to
the applicable jurisdiction(s) apply in addition to the terms of this DPA.

4. Assistance To Customer and Data Subject Rights.

1. To the extent Customer in its use or receipt of the Services, does not have the ability to take steps required to comply with Data
Protection Laws, including (a) fulfilling Data Subject Requests, and (b) implementing reasonable security designed to protect
Customer Personal Data, Instructure will use commercially reasonable efforts to comply with reasonable requests by Customer
to the extent required by the Data Protection Laws and Instructure is legally permitted to do so, taking into account the nature
of the Processing of Customer Personal Data and the information available to Instructure.

2. Instructure shall to the extent legally permitted, promptly notify Customer if it receives a Data Subject Request. Instructure shall
not respond to any Data Subject Request relating to Customer Personal Data without Customer’s prior written consent except
to confirm that the request relates to Customer or as otherwise required by Data Protection Laws. Instructure shall provide
Customer with commercially reasonable assistance in handling a Data Subject Request, to the extent (a) legally permitted, and
(b) Customer does not have access to such Customer Personal Data through its use or receipt of the Services, taking into
account the nature of the Processing of Customer Personal Data and the information available to Instructure.

3. Instructure shall, upon written notice, use reasonable efforts to permit Customer to take reasonable and appropriate steps to (a)
stop and remediate unauthorized processing of Customer Personal Data upon notice of same, and (b) ensure that Instructure
Processes Customer Personal Data in a manner consistent with Customer’s obligations under Data Protection Laws.

5. Instructure Personnel. Instructure shall use commercially reasonable efforts to ensure that its employees engaged in the
Processing of Customer Personal Data are subject to either contractual or statutory obligations of confidentiality, and that access
to Customer Personal Data is limited to those employees who require such access to perform the Services. Instructure shall
ensure that its personnel engaged in the Processing of Customer Personal Data are informed of the confidential nature of the
Customer Personal Data and have received appropriate training on their responsibilities. As required by Data Protection Laws,
Instructure shall ensure that its employees have gone through appropriate back-ground checks prior to accessing Customer
Personal Data. Instructure shall take commercially reasonably steps to ensure the reliability of any Instructure personnel engaged
in the Processing of Customer Personal Data.

6. Sub-processors.

1. Except as permitted in this DPA or the Agreement Instructure shall not transfer or otherwise make available Customer Personal
Data to any third-party without Customer's prior written authorization.

2. Customer gives its general authorization to Instructure to use Instructure Affiliates as Sub-processors, and Sub-processors in
connection with the provision of the Services provided that; (a) Instructure shall ensure that obligations not materially less
protective than those set out in this DPA are imposed on its Sub-processors; (b) Instructure shall be liable towards Customer for
the acts and omissions of its Sub-processors as if, and to the same extent Instructure would be liable if performing the services
of each Sub-processor directly under the terms of this DPA, unless otherwise set forth in the Agreement; and (c) Instructure
shall provide the list of its Sub-processors either upon request, or by giving a link to a website where the information about the
Sub-processors is kept up-to-date.

3. Instructure shall inform Customer of any replacement or addition to its Sub-processors at least 30 days prior to such change.
Customer may object to such changes (on reasonable grounds) by notifying Instructure in writing within 30 days after the
receipt of Instructure’s notice. Instructure shall not use the proposed Sub-processor to Process Customer Personal Data until
reasonable steps have been taken to address Customer’s objections and Customer has been provided with a reasonable
written explanation of the steps taken.

7. Security; Audits; Data Protection Impact Assessments.

1. Security. Instructure shall maintain appropriate technical and organizational measures for the protection of security (including
protection against unauthorized or unlawful Processing and against accidental or unlawful destruction, loss or alteration or
damage, unauthorized disclosure of, or access to, Customer Personal Data or Account Data) confidentiality, and integrity of
Customer Personal Data and Account Data as set forth in the Instructure security documentation. Instructure regularly monitors
compliance with these measures. Instructure will not materially decrease the overall security of the Services during the term of
the Agreement.
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recently completed SOC-2 Type Il audit report, its public |§*63277301 certificate; (b) a summary of Instructure’s operational

practices related to data protection and security; (c) summary of the most recent annual penetration test; and (d) making

Instructure’s personnel reasonably available for security-related discussions.

1. No more than once annually, Customer may engage a mutually agreed upon third party to audit Instructure solely for the
purposes of meeting its audit requirements pursuant to Data Protection Laws (“Audit”) provided that, Customer or its third-
party representatives are contractually bound by obligations of confidentiality for such Audit information. Customer must
promptly provide Instructure with information regarding any non-compliance discovered during the Audit. To request an
Audit, Customer must submit a detailed plan at least 3 weeks in advance of the proposed Audit date describing the
proposed scope, duration, and start date of the Audit. Audit requests must be sent to security@Instructure.com
(mailto:security@Instructure.com) with a copy to privacy@instructure.com (mailto:privacy@instructure.com). The Audit must be
conducted during regular business hours, subject to Instructure’s policies, and may not unreasonably interfere with

Instructure’s business activities. Customer is responsible for its own expenses in conducting an Audit.

2. If any such Audit requires the use of Instructure resources different from, or in addition to those required by Data Protection
Laws, Customer shall reimburse Instructure for any time spent for an Audit at rates agreed to by the Parties. All
reimbursement rates shall be reasonable, considering the resources expended by, or on behalf of Instructure.

3. Any Audit right under this Section 7.3 shall not require Instructure to disclose to Customer or its third- party auditors (a) any
information of any other Instructure customer; (b) any internal accounting or financial information unless otherwise agreed to
in writing; (c) any trade secret, and/or; (d) any information that could compromise the security of Instructure’s systems or
information, or cause Instructure to breach any applicable law or contractual obligation.

3. Data Protection Impact Assessments. Upon Customer’s written request, Instructure shall provide Customer with reasonable
cooperation and assistance needed to fulfill Customer’s obligations under Data Protection Laws to carry out a data protection
impact assessment or other mandated privacy assessment related to Customer’s use of the Services to the extent that
Customer does not otherwise have access to the relevant information, and to the extent such information is available to
Instructure.

. Restrictions on Receipt of Information. Nothing under this DPA shall require Instructure to disclose (a) any data or information of

any other customer of Instructure, or any third party not directly involved in the provision of the Services; (b) any confidential
accounting or financial information; (c) any trade secret of Instructure; or (d) any information that, in Instructure’s reasonable
opinion could (i) compromise the security of Instructure’s networks, systems, or premises, (ii) cause Instructure to breach its
security or privacy obligations to any third party, or (iii) any information sought for any reason other than the reasons outlined in
this DPA. Instructure may require Customer’s agreement to reasonable terms and conditions prior to providing audit reports under
this DPA.

. Security Breach Management and Notification. In the event of a Security Breach, Instructure shall; (a) notify Customer of the

Security Breach without undue delay after becoming aware of the Security Breach and such notification shall include at least the
information required by the Data Protection Laws; (b) investigate the Security Breach and provide Customer with information
about the Security Breach; and (c) take commercially reasonable steps to mitigate the effects and to minimize any damage
resulting from the Security Breach, and to allow Customer to take reasonable and appropriate steps to do the same to the extent
such steps are within Customer’s control. Instructure shall cooperate with Customer and with any third parties designated by
Customer to respond to the Security Breach.

De-ldentified Data: De-ldentified Data may be used by the Instructure for those purposes allowed under Data Protection Law
and the following purposes: (a) assisting the Customer or other governmental agencies in conducting research and other studies;
and (b) research and development of the Instructure's educational sites, services, or applications, and to demonstrate or improve
the effectiveness of the Services; and (c) for adaptive learning purpose and for customized student learning. Instructure's use of
De-ldentified Data shall survive termination of this DPA or any request by Customer to return or destroy Customer Personal Data.
Instructure agrees (i) not to attempt to re-identify De-Identified Data, and (ii) not to transfer De-Identified Data to any party unless
that party agrees in writing not to attempt re-identification.

Government Access Requests. If Instructure receives a legally binding request to access Customer Personal Data from a public
authority, Instructure shall, unless otherwise legally prohibited, promptly notify Customer including a summary of the nature of the
request. To the extent that Instructure is prohibited from providing such notification, Instructure shall use commercially reasonable
efforts to obtain a waiver of the prohibition to enable Instructure to communicate with Customer. Instructure shall challenge such
request if, after careful assessment, it concludes that there are reasonable grounds to consider such request unlawful. Instructure
agrees to provide the minimum amount of information permissible when responding to a public authority request for disclosure
based on a reasonable interpretation of the request. Instructure shall promptly notify Customer if Instructure becomes aware of
any direct access by a public authority to Customer Personal Data and provide information available to Instructure in this respect
to the extent permitted by law.
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such as contempt of court. Instructure certifies that (a) it hgs-aZt%urposefully created back doors or similar programming for the
purpose of allowing access to the Services and/or Personal Data by any public authority, (b) it has not purposefully created or
changed its business processes in a manner that facilitates access to the Services and/or Customer Personal Data by any
public authority, and (c) as of the Effective Date is not currently aware of any national law or government policy requiring
Instructure to create or maintain back doors, or to facilitate access to the Services and/or Customer Personal Data, or to
handover any encryption key to any public authority.

12. Return And Deletion of Customer Personal Data. Within 90 days after termination or expiration of the Agreement, Instructure

shall provide functionality for Customer to download its Customer Personal Data stored in the Services to the extent possible, or
securely delete Customer Personal Data in accordance with Instructure’s data retention policies which adhere to requirements of
the Data Protection Laws, and in a manner consistent with the terms of the Agreement.

13. Severance. Should any provision of this DPA be invalid or unenforceable, then the remainder of this DPA shall remain valid and in

14.

15.

force. The invalid or unenforceable provision shall be either amended as necessary to ensure its validity and enforceability, while
preserving the Parties’ intentions as closely as possible or, if this is not possible, construed in a manner as if the invalid or
unenforceable part had never been contained therein.

Legal Effect. This DPA shall only become legally binding between the Customer and Instructure when both Parties sign the
Agreement.

Limitation of Liability. To the extent permitted by Data Protection Laws, Customer’s remedies with respect to any breach by
Instructure or its Affiliates of the terms of this DPA or Data Protection Laws will be subject to any aggregate limitation of liability
that applies to Instructure and/or Customer under the Agreement.

Schedule 1 - Data Processing Schedule

1

. Schedule of Data. The following Personal Data elements Processed by the Services are described below.

Services Name Personal Data Elements
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Canvas Learning
Management System
(including mobile apps)

Canvas Commons

Assessment results (e.g., 86%)

Avatar URL (if enabled by the Customer, e.g., URL of Avatar image)
Browser locale (e.g., en, browser language setting)

Calendar events (e.g., event location)

Comments (e.g., discussions, media comments, submissions)
Country (e.g., CAN)

Course content (e.g., Lesson #4, Syllabus)

Course results (e.g., B+)

Email address (e.g., John.Doe@awesomeu)

Enrollment status (end-users association with a specific course or section, e.g., Student or
Teacher)

First and last name
IP Address (e.g., 127.0.0.1)

Locale (The end-user’s locale. This is an optional field and may not be entered by the end-user,
e.g., en - language selection)

Messages (e.g., notifications and course conversations)
Media content created by the user (e.g., images, voice recording, comments)
Phone number (if enabled by the customer, for SMS messages)

Pronouns (if enabled by the customer, preferred pronouns selected by the end-user, e.g.,
she/her)

Session ID

School Name

School Position (e.g., Student)

Short name (selected by the end-user, e.g., Sam)

Student Information System (SIS) Identification Number

SIS source ID (ID for the correlated record in the SIS if a SIS integration has been configured)
Submitted content (e.g., research paper, assignments)

Turnitin ID (unique identifier used by Turnitin)

Webconference data (participant ID, particpant comments, user ID. If enabled by the Customer)
Canvas LMS user ID/username & hashed password

Email address (e.g., John.Doe@awesomeu)

First and last name

IP Address (e.g., 127.0.0.1)

Messages/comments related to the learning object
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Canvas Catalog

Canvas Studio

Canvas Credentials

Elevate Services

he ustome#_380

Application username/ID & hashed password

Canvas LMS user ID

Class completed date (e.g., March 4, 2000)

Credit card processing token via third party credit card processor
Email address (e.g., John.Doe@awesomeu)

Enrollment status (e.g., enrolled, registered)

External ID (Canvas enrollment ID)

First and last name

Item ID and Item Type (e.g., Intro to Statistics, online class)

Order ID (The order for the cart. The unique identifier of an order.)
Product ID (e.g., class name/ID)

Purchase date (e.g., May 5, 1999)

Application username/ID & hashed password

Canvas LMS user ID

Email address (e.g., John.Doe@awesomeu)

First and last name

IP Address (e.g., 127.0.0.1)

Messages related to video content

Page ID

Video or media content created by the end-user (e.g., images, voice recording, comments)

Application username/ID and hashed password

Badge data such as issuing institution or program

Email address (e.g., John.Doe@awesomeu)

First and last name

Institution/organization (Issuer) affiliation

IP address (e.g., 127.0.0.1)

All data from the Student Information System authorized by the Customer
Application Username/ID & Password

Email address (e.g., John.Doe@awesomeu)

First and last name

IP Address (e.g., 127.0.0.1)
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Application Username/ID & password

Browser locale (e.g., en, browser language setting)

Customer Learning Management System username

Education level

Email address (e.g., John.Doe@awesomeu)
Impact by Instructure First and last name

IP Address (e.g., 127.0.0.1)

Language (e.g., Eng)

School name

School role (e.g., student, teacher)

Slack notifications (Customer administrators)

Student identification number

All data sets from the Data Access Platform (described at https://api-

Intelligent Insights gateway.instructure.com/doc/)

LTI usage data of end-users

District provided identifier

Email address (e.g., John.Doe@awesomeu)

English as a Second Language status

Ethnicity

First and last name

Free or Reduced Lunch eligibility

Gender

Mobile device mac address (mobile application only)
LearnPlatform Services

Mobile device serial number (mobile application only)

Mobile device UDID (universal device identifier)

Name (e.g., John Doe)

Platform usage metrics (e.g., time on platform, activities completed, etc.)

Provider collected mastery/assessment metrics

Student grade level

Student Grade Level

Student identifier
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Assessment Data

Accommodations
Assessment content

Student Assessment Scores

Biographic Data

Address (e.g., 123 Main Street)

Avatar image or photograph

Biographic data for teachers and administrators
Birthdate (e.g., 01/01/0000)

Email address (e.g., John.Doe@awesomeu)
English language learner status (True/False/Null)
Ethnicity (e.g., Native Hawaiian, Irish)

First and last name

Free or reduced lunch status (True/False/Null)
Gender (ItemLogic user profiles only)

Grade level (e.g., 5th)

Individualized Education Program status (True/False/Null)
Phone Number

Race (e.g., Hispanic, White, Asian)

Conversation comments (e.g., discussion)
Course Data (Trackers)

Curriculum Plans

Student Notes

Parent Notes

Tracker Title (e.g., Classrooms.title, Clasrooms.teacher name)

Tracker “Fancy Name” (classroom.teacher name)

IP Address (e.g., 127.0.0.1)

Section Data
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Student enrollments

School Name

School Position (e.g., Student)

School Student ID Number

State Student ID Number

Student Information System (SIS) Identification Number

Student report card data

Teacher Social Features (messages, comments, pinned content and connections)
Application username/ID & password

Avatar image or photograph

Biographical information such as: phone number, gender, social media url, resume, CV.,,
occupation, job title, schools attended, graduation year, skills, certificates, publications, project
samples, work experiences, and microcredentials.

Date of birth

Portfolium Device indentifier

Email address (e.g., John.Doe@awesomeu)
First and last name

IP Address (e.g., 127.0.0.1)

Messages

Porfolio artifacts such as: skills, projects, writing samples, articles, videos, photos, website links,
and social media links.

Section 2 - Description of the Processing and Transfer (when data are
transferred)

Categories of data subjects whose . .
. End-users of the Services as authorized by Customer.
personal data is transferred:

Categories of personal data ) ) .
As described in Schedule 1, Section 1.
transferred:

The Services are generally not intended to process sensitive personal data, or special
Sensitive data transferred: categories of personal data. Any processing of these data is determined and controlled by
Customer in compliance with Data Protection Laws.

The frequency of the transfer (e.g.,
whether the data is transferred on Continuous for the duration of the Agreement.
a one-off or continuous basis):

Nature of the processing: Performance of the Services described in the Agreement.
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Purpose(s) of the data transfer and
further processing:

The period for which the personal
data will be retained, or, if that is
not possible, the criteria used to
determine that period:

For transfers to (sub-) processors,
also specify subject matter, nature,
and duration of the processing:

Instructure’s data centers for the Services are located in the following regions based on the
Customer’s location.

EU, EEA, or UK based customers: Ireland or Germany.

Australia: Australia, Singapore, India (Impact only)

Singapore: Australia, Singapore, India (Impact only)

Canada: Canada

usS.:uUs.

Latin America: U.S.

Africa: U.S., or Ireland

Instructure’s data centers for all Mastery Services and Elevate Services are in the U.S.
regardless of Customer location.

Instructure’s Processing locations for its support services where Instructure operates as a
Controller is described at https://community.canvasims.com/t5/Privacy-Articles/Instructure-
s-Third-Party-Processing-Guide/ta-p/606339.

Instructure may Process and/or transfer Customer Personal Data and Account Data outside
of the Customer’s home region for the underlying support services.

Relationship and Contract Management. Including providing contract and customer
relationship management services.

Customer Support. Including end-user helpdesk support and technical operations
support.

Professional Services. Including integration services, implementation services, and
configuration services as purchased by Customer.

Engineering and Security Support. Including Customer Personal Data included in, user
support tickets, application logs, security logs, database logs, systems logs, application
databases, and security alerting tools may be reviewed by Instructure authorized
personnel.

Processor will process Customer Personal Data for the duration of the Agreement. Upon
termination of the Agreement, it will be deleted in accordance with this DPA or the
Agreement.

The duration will be until the termination of the Agreement.
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This Schedule 2 applies to Customers that are classified as U.S. based K-12 or higher education institution that are government

recognized, formally-accredited educational institutions delivering nationally approved certifications or diplomas at primary,
secondary, or third levels, and supplements the DPA to which it is attached.

1. Definitions In addition to the terms defined in the DPA, the following definitions apply to this Schedule 2.

1. “Education Records” means records, files, documents, and other materials directly related to a student and maintained by the
Customer, or by a person acting the Customer as defined under FERPA.

2. “School Official” for the purposes of this Schedule and pursuant to 34 CFR § 99.31(b), a School Official is a contractor that, (a)
performs an institutional service or function for which the agency or institution would otherwise use employees; (b) is under the
direct control of the agency or institution with respect to the use and maintenance of Student Data including Education
Records; and (c) Is subject to 34 CFR § 99.33(a) governing the use and re-disclosure of Personally Identifiable Information from
Education Records.

3. “Student Data” means any data, whether gathered by Instructure or provided by Customer or its users of the Services, that is
descriptive of a student including but not limited to, information in the student’s Education Record, email address, first and last
name, birthdate, home or other physical address, telephone number, or other information allowing physical or online contact,
videos, test results, special education data, grades, evaluations, disabilities, socioeconomic information, documents, student
identifiers, search activity, photos, voice recordings, geolocation information, parents’ names, or any other information or
identification number that would provide information about a specific student. Student Data includes metadata that is not De-
identified. Student Data also includes “Personally Identifiable Information or (PIl),” as defined in 34 C.F.R. § 99.3 or as defined
under any applicable U.S. state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the
purposes of U.S. federal, state, and local laws, and regulations. Student Data as specified in Schedule 1is confirmed to be
collected or processed by the Instructure pursuant to the Services. Student Data shall not constitute that information that has
been anonymized or De-Identified, or anonymous usage data regarding a user’s use of the Services.

4. “Student Generated Content” means materials or content created by a student in the Services including, but not limited to,
essays, research reports, portfolios, creative writing, music or other audio files, photographs, and videos. Student Generated
Content does not include assessments.

2. FERPA. To the extent that the Customer is subject to FERPA, the Parties agree that Instructure operates as a School Official under
FERPA and has a legitimate educational interest in Personally Identifiable Information from Education Records received from the
Customer pursuant to this DPA. For purposes of the Agreement and this DPA, Instructure, (a) provides a service or function for
which the Customer would otherwise use employees, (b) is under the direct control of the Customer with respect to the use and
maintenance of Education Records; and (c) is subject to the requirements of FERPA governing the use and redisclosure of
Personally Identifiable Information from the Education Records received from Customer.

3. Parent Access. To the extent required by Data Protection Laws, Instructure shall establish reasonable procedures by which a
parent, legal guardian, or eligible student (as defined under FERPA) may review Education Records and/or Student Data, correct
erroneous information, and procedures for the transfer of Student Generated Content to a personal account consistent with the
functionality of Services. Instructure shall respond in a reasonably timely manner from the date of the request or pursuant to the
time frame required under Data Protection Law for a Customer to respond to a parent, legal guardian, or eligible student,
whichever is sooner, to the Customer’s request for Student Data in an Education Record held by the Instructure to view or correct
as necessary. If a parent or legal guardian of a student or eligible student contacts the Instructure to review any of the Student
Data accessed pursuant to the Services, Instructure shall refer the individual making the request to the Customer for access to
such Education Records and/or Student Data.

4. Separate Account. To the extent required by Data Protection Laws, if Student Generated Content is stored or maintained by
Instructure, Instructure shall, at the request of the Customer, transfer or provide a mechanism for the Customer to transfer such
Student Generated Content to a separate account created by the student consistent with the functionality of the Services.

5. Customer Obligations. Customer shall provide Student Data for the purposes of obtaining the Services in compliance with all
applicable Data Protection Laws.

6. Children’s Privacy. Children under 13 may only use the Services with prior consent of a parent or of educational institution acting
on behalf of the child’s parent. Customer agrees that it has obtained such consent prior to permitting any child under 13 from
accessing or using the Services.

7. Schedule of Data. The list of Student Data Processed by Instructure is described in Schedule 1.
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This Schedule 3 shall apply if Customer is in the EEA, UK, or is subject to the jurisdiction of Data Protection Laws of the EEA or UK
and supplements the DPA to which it is attached.

1. Definitions. In addition to the terms defined in the DPA, the following definitions apply to this Schedule 3.

1. “EEA” means the European Economic Area, consisting of the Member States of the European Union and Iceland, Liechtenstein,
and Norway.

2. “GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC and the UK equivalent.

3. “Data Privacy Framework” means the EU-US Data Privacy Framework (“EU-US DPF”), Swiss-US Data Privacy Framework, and
the UK Extension to the EU-U.S. DPF self-certification program operated by the U.S. Department of Commerce.

4. “Data Privacy Principles” mean the Data Privacy Framework principles (as supplemented by the Supplemental Principles).

5. “Standard Contractual Clauses” means the contractual clauses issued by the European Commission by implementing decision
2021/914 of 4th of June 2021 on standard contractual clauses for the transfer of personal data to third countries pursuant to
Regulation (EU) 2016/679 of the European Parliament and of the Council, the UK International Data Transfer Addendum (“UK
Addendum”), and any similar measures promulgated pursuant to the GDPR to address the transfer of Personal Data to a Third-
country and any amendments and replacements thereto as may be promulgated from time to time.

6. “Supplementary Measures” means technical, organizational, and contractual measures as described in EDPB Guideline
adopted on 18th June 2021 the Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance
with the EU level of protection of Personal Data.

7. “Third-country” means a country that is neither part of the EEA nor UK, nor has been declared adequate by a decision of the
European Commission according to the mechanism described in Article 45 GDPR or covered by the UK adequacy regulations.

8. “UK” means the United Kingdom, Wales, and Northern Ireland.

2. Instructure as Processor for Customer Personal Data. The duration of the Processing, the nature and purpose of the Processing,
the types of Personal Data and categories of Data Subjects about whom Personal Data is Processed under this DPA are further
specified in Schedule 1.

3. Cross Border Data Transfers. Customer acknowledges and agrees that providing the Services may require transfer to, and
Processing of Customer Personal Data and Account Data within a Third-country. All transfers to a Third-country are subject to the
following conditions: (a) Customer has given prior authorization for the transfer by signing the Agreement; (b) Customer Personal
Data and Account Data are Processed under the terms of the Agreement and this DPA; (c) there is a valid transfer mechanism in
place in accordance with applicable Data Protection Laws; and (d) Instructure shall implement the Supplementary Measures,
where necessary.

4. Order of Precedence. In the event the Services are covered by more than one transfer mechanism under Data Protection Laws,
the transfer of Customer Personal Data will be subject to a single transfer mechanism, as applicable, and in accordance with the
following order of precedence: (a) the Data Privacy Framework as set forth in Section 4.; (b) the Standard Contractual Clauses as
set forth in Section 4.2; (c) the Jurisdiction Specific Terms as set forth in Schedule 4; and, if neither (a), (b), nor (c) is applicable,
then (d) other applicable data transfer mechanisms permitted under Data Protection Laws.

1. Data Privacy Framework. To the extent that Instructure processes any Personal Data via the Services originating in the EU, UK,
or Switzerland, Instructure represents that Instructure, Inc., is self-certified under the Data Privacy Framework and complies
with the Data Privacy Principles when processing any such Personal Data. To the extent that Customer is (a) located in the
United States of America and is self-certified under the Data Privacy Framework, or (b) located in the EEA, UK, or Switzerland,
Instructure further agrees (i) to provide at least the same level of protection to any Customer Personal Data as required by the
Data Privacy Principles; (ii) to notify Customer in writing, without undue delay, if its self-certification to the Data Privacy
Framework is withdrawn, terminated, revoked, or otherwise invalidated (in which case, the Standard Contractual Clauses will
apply in accordance with Section 4.2; and (iii) upon written notice, to work with Customer to take reasonable and appropriate
steps to stop and remediate any unauthorized Processing of Customer Personal Data.

2. Standard Contractual Clauses: A valid transfer mechanism referred in Section 4 is: (a) where Instructure acts as a Processor
and Customer acts as a Controller, the Standard Contractual Clauses, Module TWO: Transfer Controller to Processor; (b) where
Instructure acts as a Controller and Customer acts as a Controller, the Standard Contractual Clauses, Module ONE: Transfer
Controller to Controller; (c) and in both cases, the UK Addendum thereto attached as Appendix 2, and all of the foregoing are
deemed to be incorporated herein by reference as set forth below.

1. In respect of the Standard Contractual Clauses, the Parties agree on the following: (a) in clause 7, the Parties choose to
include the “docking clause”; (b) where Module Two applies, in clause 9, the Parties choose Option 2: “general written
authorization”; (c) where Module Two applies, in clause 9, the Parties choose twenty (20) days as the specific time period; (d)
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EU Member State: Option 1- where Customer is estal&@f%&?ian EU Member State, the law in that EU Member State; or
Option 2 - where Customer is not established in an EU Member State but has appointed a representative pursuant to Article
27(1) of the GDPR, the law in the EU Member State in which the Customer’s representative is located; or Option 3 - where
Customer is not established in an EU Member State and is not required to appoint a representative pursuant to Article 27(2)
of the GDPR, the law of UK, or as defined in the Agreement; and in clause 18, the country of the applicable court in respect of
any disputes arising from Standard Contractual Clauses is the courts in which in which the Parties have denoted choice of
law above.

3. To the extent that Instructure uses a Sub-processor in a Third-Country for the Processing of Customer Personal Data, the
following shall apply in addition to Section 4 above: (a) Customer has given prior authorization for the transfer by signing the
Agreement; (b) there is a valid transfer mechanism in place in accordance with Data Protection Laws; and (c) Instructure makes
information on the transfer mechanism, and where applicable, the Standard Contractual Clauses, available without undue delay
to Customer.

APPENDIX 1- STANDARD CONTRACTUAL CLAUSES

Annex I

A. LIST OF PARTIES

Data exporter(s): As defined in the Agreement

Name: As defined in the Agreement

Address: As defined in the Agreement

Contact person’s name, position and contact details: As defined in the Agreement

Activities relevant to the data transferred under these Clauses: As defined in the Agreement
Signature and date: As defined in the Agreement

Role: Controller

Data importer(s):

Name: Instructure, Inc., and/or Instructure Global Limited

Address:

6330 S 3000 E, Suite 700, Salt Lake City, Utah 84121, USA.

Birchin Court, 5th Floor, 19-25 Birchin Lane, London EC3V 9DU United Kingdom

Contact person’s name, position, and contact details: Data Protection Officer, privacy@instructure.com,
Activities relevant to the data transferred under these Clauses: As defined in the Agreement.
Signature and date: As defined in the Agreement

Role: Processor (Customer Personal Data) and Controller (Account Data)

B. DESCRIPTION OF TRANSFER. As described in Schedule 1.

C. COMPETENT SUPERVISORY AUTHORITY. The competent supervisory authority is the supervisory authority denoted in Section
4.2,
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INCLUDING TECHNICAL AND ORGANISATIONAL MEASURESTO
ENSURE THE SECURITY OF THE DATA

Instructure’s technical and organizational measures are described at: https://www.instructure.com/trust-center/resources

AnnexIII - LIST OF SUB-PROCESSORS

https://community.canvasims.com/t5/Privacy-Articles/Instructure-s-Third-Party-Processing-Guide/ta-p/606339

(https://community.canvasims.com/t5/Privacy-Articles/Instructure-s-Third-Party-Processing-Guide/ta-p/606339)

APPENDIX 2 - UK International Data Transfer
Addendum to the EU Commission Standard
Contractual Clauses - VERSION B1.0, in force 21 March
2022

This Addendum has been issued by the Information Commissioner for Parties making Restricted Transfers. The Information
Commissioner considers that it provides Appropriate Safeguards for Restricted Transfers when it is entered into as a legally binding
contract.

Part1: Tables

Table 1: Parties

The effective date of the DPA to which this

Start date ]
Appendix has been attached.
. . Importer (who receives the
The Parties Exporter (who sends the Restricted Transfer) .
Restricted Transfer)
. . . . As described in Schedule 3 -
Parties’ details As described in the Agreement. .
Appendix 1
. . As described in Schedule 3 -
Key Contact As described in the Agreement. .
Appendix 1
Signature (if required for the . . As described in Schedule 3 -
. As described in the Agreement. .
purposes of Section 2) Appendix 1

Table 2: Selected SCCs, Modules and Selected Clauses

Addendum EU X the Approved EU SCCs, including the Appendix Information and with only the following modules, clauses or

SCCs optional provisions of the Approved EU SCCs brought into effect for the purposes of this Addendum:
Module i Clause 7 Clause Clause 9a (Prior Clause 9a Is personal data received from the
odule in
Module " (Docking " Authorisation or General  (Time Importer combined with personal
operation
P Clause) (Option) = Authorisation) period) data collected by the Exporter?

1 Yes Yes No






